2021/01/14 15:29 1/53 NETSHe BR104 Configuration guide RU

NETSHe BR104 Configuration guide RU

Original file

LIBETHOW NPAAMOYTONIbHUK C rpadyeckmm TeKCTOMPYKOBOLCTBO

_/ NETSHe Labx

MapLipyTunsaTtop
BR104
PykoBoACTBO

no

HacTponke
Bepcusa 3.0
tespanb, 2020

Ornasnexnue

BBepeHue

MapuwpyTtnsatop BR104 ¢ BO3MOXXHOCTbIO Nepefayn gaHHbIX Yepe3 COTOBble CETU CBA3M OTHOCUTCSA K
TUMNY NOJIHOLEHHbIX MapLUPYTN3aTOPOB C LUMPOKUM HabopoM hyHKLUMIA. [laHHOE pYKOBOACTBO
O0XBaTbIBAET TOJIbKO YaCTb U3 HUX, @ UMEHHO: HEKOTOpPbIE aCNeKTbl CETEBbLIX MPOTOKOJIOB,
MapLUPYyTU3aLMNIO N CBA3HOCTU CETEN Ha pa3HbIX YPOBHSX, BKAOYasa 6ecrnpoBo4HbIE CETU U CETU
onepaTopoB MOABMXXHOW CBA3N, N TO, KaK 3TU (PYHKLMIN peann3oBaHbl BO BCTPOEHHOM MPOrpamMMHOM
obecneyeHun (firmware) mapLipyTusaTopa.

Mpumepsbl, paccMaTpmrBaeMble Mo X04Y OOKYMEHTA, OTHOCATCS K TUMOBLIM CJly4asM NpuMeHeHUs
MapLpyTusaTtopoB. OgHaKo, ecain HeobXxoANMO peann3oBaTh COXKHYIO UAN HETUMNYHYIO CXEMY C
npuMeHeHneM MapupyTnsaTtopos BR104, mbl npocum obpalaTtecs B cnyxby noagaepxxkun 000
«HeTwe nab» Ha cante http://www.netshe-lab.ru

BHUMaHMe!

* 3TOT J,OKYMEHT OXBaTbiBaeT TakK )Xe COBMecTUMbie moaenu obopynosaHusa:BR104, BR104-
loT, Ap145, AP147-2, MiROUTER. Mpu 4eM 3TOT CNUCOK NOCTOSAHHO YBEeJINYUBAETCA 3a cyeT
HOBbIX Mopesied. TakXe U3JI0)KeHHOe B 3TOM PYKOBOACTBE OTHOCUTCA K MCNOJIb3OBaHUIO
onepauuoHHou cuctembl NETSHe Bepcun 5.2 n 5.3, *

BHuMaHue!

* |Psec onucbiBaeTcs B otaenbHoM pykosoactee ‘BR104 IPsec Configuration and
Troubleshooting guide’. *
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JocTyn K YCTPOUCTBY

Mpu NepBOM BKJILOYEHMM MapLUPYTMU3aToOpPa NOJb30BaTENb MOXET NMOJIYYUTb LOCTYN K yNpaBaeHUo
MapLIPYyTM3aTOPOM CO CNEAYIOLMMIN UMEHAMU 1 NAPOSISMU:

IP-appec no ymonyaHnio192.168.1.1

URL Beb-nHTepencahttp://192.168.1.1
http://192.168.1.1:5556 (ans NMMS coBMeCTUMbIX BEPCKIA)

Ymanynsaemoe nmasuperuser / abC123dEf (agMnHuCcTpaTuBHLIE Npasa)
Monb3oBaTens n naponb root / root(cncteMHas yyeTHas 3anuch)

BonbWwMNHCTBO coBpeMeHHbIX bpay3epoB Firefox, Chrome, IE11 n T.4. noagepxmBatoT Beb-40CTYyN K
ynpasJIeHNI0 MapLIPYyTU3aTOPOM.

JlocTyn U3 KOMaHAHOU CTPOKM

CLI (mocTyn 13 KOMaHAHOW CTPOKK) TpebyeTcsa Ans peako ynoTpebuMbix KOMaHA, UCMOAb3yeTCs Npu
peLLeHnn Npobaem 1 nonyvyeHns NHPopPMaLnnM 0 COCTOSHUN KOMMOHEHTOB CUCTEMBI.

1. Mo ymonyaHuto ncnonb3yetca Nnpotokon SSH (TCP nopT 22) aAna focTtyna K nHtepdency
KOMaHAHOWN CTPOKM.

2. Telnet no ymonyaHuio oTK04eH. [oib30BaTesNIb MOXKET €ro BKJYMTb, 3Ta npoueaypa dbyner
onucaHa B COOTBETCTBYIOLLEM MYHKTEe AaHHOr0 PyKOBOACTBA.

3. M0XXHO MCNonb30BaTb CTaHOAPTHbIE NPUN0XeHUa Tuna Putty nam Secure SSH.

4. [ocTyn U3 KOMaHAHOW CTPOKK TpebyeT ayTeHTU(GUKaLUN C CUCTEMHON YHETHON 3annchio u
napoJsieM no ymosyaHuio root / root.
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@ 1011715065 - PuTTY - d

MacTep yCTaHOBKHU

BHuMaHme!

* MacTep yctaHOoBKM noMoraeT HacTtpoutb WAN, LAN u npouune uHtepgencol. Monb3osatens
MO>XXeT HacTpouTb eauHcTBeHHbIX WAN nopTt unu psa WAN (OCHOBHOMW U pe3epBHbIA) No
OTKa30yCTOMYUBOMY cueHapuio. LLlaru MacTepa MOryT co3paBaTbCsl N0 KOHKPETHbIN
NPOEKT U coaep>XaTb HAaCTPOUKKU ANA pa3HbIX KOMNOHEHTOB. MacTep MoXxeT
asToMaTusuposaTb HacTtpouku PPPoE, L2TP, PPTP, Cellular u Ethernet B KauecTBe
nopknioyvyeHus nepsuuHoro WAN u Cellular B kayectBe pesepsHoro WAN. Te Xe caMble
HaCTPOMKU MOXKHO NPOU3BECTU, OTKa3aBLUUCb OT MacTepa, U BbIMOJIHUTb UX BPYYHYIO C
nomMoLbio Bed-nHtepdenca. Takon cnocod HacTponku TpebyeTt OonbLUEe BHUMAHUSA
nosib30BaTesis Ha pa3Hble AeTasiM, KoTopblie OyayT onucaHbl NO XOAY 3TOr0 AOKYMeHTa. *

Mpy NepBOHaYasbHON 3arpy3ke MapLipyTMU3aTopa Nosb3oBaTeso byaeT npeasioxXeHo NPonTK
MacTep HaCTPOMKW. Monb3oBaTe b LO/KEH HaXkaTb ‘Yes' 1 npocsieloBaTh CAeAyOWUMI LWaramu.

Ecnv nonb3oBaTeNb Ciy4anHO NponyCcTu nNpeanoXxeHne mactepa, TO OH MOXeT Bbl3BaTb MacTep,
Ha)kaB MKOHKY C BOJILLEOHOM Nasoykon Ha NaHes I MHCTPYMEHTOB.

i) 192.168.1.1:35556/app/cp/inde

System Network Routes Services Utilities Diagnostic

u-k_ﬁ |57 jj, EJ L?j ‘?."Ej @ *?@7Setup Wizard icon

Click on above icon to
start setup wizard

NokymeHTaums no NETSHe - http://docs.netshe-lab.ru/


http://docs.netshe-lab.ru/lib/exe/detail.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104&media=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104_image_2.png
http://docs.netshe-lab.ru/lib/exe/detail.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104&media=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104_image_3.png

Last
;ggg;gms HaCTpolika_MapuipyTusaTopa_brl04 http://docs.netshe-lab.ru/doku. php?id=2%D0%BD%D0%B0%D1%81%D1%82%D1%B0%D0%BE%D0%BI%DO%BA%D0%B0_%DO%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%L ) br104
14:52

Attention!

| | yo

Nanee cnepyeT BblbpaTb WabnoH 13 BbiNaAaloLWEero CNncka 1 Ha)xaTb KHOMKY ‘Next’.

Configuration template

Please, cl Gl LR CI T EWCR B ER I EICRUNENVEEL REICI == Default configuration template |~

et

KoHndurypauus c eguHcTtBeHHbiM WAN nHtepcgencom

War 1. Boibepute ‘CELLULAR CONNECTION’ ans HacTpoek IPv4 coegnHeHns Yyepes CMM-KapTy.

Welcome to simpliest way to configure your device!

All changes will be applied when master will be completed

First step

Please choose type of your primary connection to Internet.
CELLULAR CONNECTION »
WIRE CONNECTION WITH DHCPV4»
WIRE CONNECTION WITH STATIC IPV4 »
WIRE CONNECTION WITH DHCPV6»
WIRE CONNECTION WITH STATIC IPV6 »
PPPOE CONNECTION #

WEBUI EXPERT MODE »

LWar 2. BeeguTe HacTporkn APN, kak Toro TpebyeT Ball onepaTop COTOBOW CBA3W, N HAaXXMUTE
‘NEXT".

http://docs.netshe-lab.ru/ Printed on 2021/01/14 15:29


http://docs.netshe-lab.ru/lib/exe/detail.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104&media=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104_image_4.png
http://docs.netshe-lab.ru/lib/exe/detail.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104&media=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104_image_5.png
http://docs.netshe-lab.ru/lib/exe/detail.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104&media=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D0%B0_br104_image_6.png

2021/01/14 15:29 5/53 NETSHe BR104 Configuration guide RU

Please configure your connection.

Username:
Password:
Access point (APN): * airtelgprs.com
PIN code:
Authentication type: auto |~
Use any possible cellular network or specified only: auto |~
Switch device in IP passthrough mode?: O
| want to configure second connection (May be useful for VPN 0

applications):

Enable IP v6 over PPP link ?: O
IMEI: 869601014263557
Device information: BroadMobi BM806U-E1 (M1.2.8_E1.0.5_A1.21)
RSSI: -73dBm

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START #»

WEBUI EXPERT MODE »

Ecan IPv6 0ocTynHO ond HaCTPOWKK B CETK onepaTopa, To BeibepuTe onuuio ‘Enable IPv6 over PPP
link’.

Please configure your connection.

Username:
Password:
Access point (APN): * airtelgprs.com
PIN code:
Authentication type: auto v
Use any possible cellular network or specified only: auto |~
Switch device in IP passthrough mode?: [l
| want to configure second connection (May be useful for VPN 0

applications):

Enable IP v6 over PPP link ?:
IMEL: 869715039423895
Device information: MeiG SLM730-T (SLM7S0-T_2.0.4_EQ102)
RSSI: -125dBm

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE #»

KoHdurypauusa ¢ asyma nogkniovyenmamu WAN

War 1. Beibepute ‘PPPOE CONNECTION'.
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First step

Please choose type of your primary connection to Internet.
CELLULAR CONNECTION »
WIRE CONNECTION WITH DHCPV4»
WIRE CONNECTION WITH STATIC IPV4 »
WIRE CONNECTION WITH DHCPVG»
WIRE CONNECTION WITH STATIC IPV6 »
PPPOE CONNECTION »

WEBUI EXPERT MODE »

LWar 2. Nonb3oBaTento cneayeT 3anojHNTbL napameTpbl PPPOE B cooTBETCTBMM C TpeboBaHMAMM
nposangepa. MAC-agpec SBNseTCS ONuUMOHaIbHBIM NapaMeTPoOM U MOXKET YYUTbIBATbCH, eCn
Nosb30BaTEJ0 YXKe ConocTassieH Kakon-to MAC-agpec B ceTu npoBanaepa, u oH xenaet
BO30OHOBUTb 3TO COEAUHEHNE Ha HOBOM MapLUpyTM3aTope.

First step

PPPoE connection

Please configure your connection.

Username: * sushim
Password: * ssases
PPTP/LZTP Server/PPPOE Service Name: Jjoisterbb
Enable IP v6 over PPP link ?: |
MAC: 24'b6:d 1c-09:af for s )

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE #»

LWar 2.a. lenkHuTe Ha ‘CONFIGURE BACKUP'.

First step

Backup primary WAN connection

May be you wish to configure cellular connection to backup primary Internet connection?

CONFIGURE BACKUP »
NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE #»

War 2.b. Beegute napameTpbl APN 1 HaxxmuTe ‘NEXT'.
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Please configure your connection.

Username:
Password:
Access point (APN): * airtelgprs.com
PIN code:
Authentication type: auto |~
Use any possible cellular network or specified only: auto |~
Switch device in IP passthrough mode?: O
| want to configure second connection (May be useful for VPN 0

applications):

Enable IP v6 over PPP link ?: O
IMEI: 869601014263557
Device information: BroadMobi BM806U-E1 (M1.2.8_E1.0.5_A1.2.1)
RSSI: -73dBm

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START #»

WEBUI EXPERT MODE »

War 3. Ha cnepytowem ware wenkHute ‘NEXT’, HU4Yero He MeHss.

First step

WAN link state checking

You can configure method how to check WAN link state

Enable ping to public DNS servers as checking method : O
Or specify IP-address to ping (especially if device works in private |
network):

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE »

LWar 4. BuibepuTte ‘NO’, ecnim HET HEO6XOAMMOCTM MEHATb HacTponkn DNS, nonyyvyaemblie oT
nposangepa.

First step

Nameserver's settings

Do you wish to specify own nameservers?
YES »
NO»
BACK TO WIZARD START »

WEBUI EXPERT MODE »

NN War 4. BeibepuTte ‘YES' ansa Toro, 4Tobbl 3a4aTh HacTponku DNS Bpy4Hyio.

BHuMaHme!
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* 3apaHue napameTpoB DNS obszaTenbHo B cniyyae ucnonb3osaHua asyx WAN
MHTepcdencos, OCHOBHOIO U pe3epBHOro, Ha npeabiayUiMX Warax. B npoTruBHom cnyyae
WAN uHTepdenc oka)xeTcs NOAHATLIM, HO NOJIb30OBaTEs/IN HE CMOTryT NOJMY4YUTb A0CTYN B
NHTepHeT n3 cBoux 6pay3epos. MoTtoMy 4To npu aByx WAN coeamHeHUAX cucTeMHbii DNS
AEMOH He CMOXeT paboTaTb C ABONHbIMM HACTPOMKAMM, NOJIY4EHHBIMU OT A BYX UCTOYHUKOB.
MosToMy Ba>kHO HacTpouTb DNS rnobanbHo Ha ycTpouctse. *

First step

Nameserver's settings

Please specify here Nameservers to use.

IP-Address of nameserver (clear up input box to remove row from | 3888 |
settings): * —

Address of nameserver (c p Input box to remove ro

owirom Teg 21682 |

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START #»

WEBUI EXPERT MODE »

Lar 5. BBeguTe WwWrpokoBeLLlaTensHoe nMma gnsa 6ecnposogHoro goctyna (SSID) n naponb ans
ayTeHTUdUKaumm nono3osatenen Wi-Fi, 3atem wenkHmute ‘NEXT'.

BHuMaHme!

* Ecnu nonb3oBaTenb Xenaet oTkaouutb Wi-Fi B niobom u3 puanasonos 5rfu/2.4rly, 10
€My HeoOX04MMO OTMETUTb AaHHYIO OMNLMIO BBEPXY CTPaHuLUbl uHTepdenca ‘wlan0’/'wlanl’
COOTBETCTBEHHO. *

First step

Wireless configuration

Please configure wireless parameters.

CK CheckboX 1o disable default wireless interrace D

Mode: * ‘ Access Point / Mesh gateway v|
f ency auto
| Airtel_CPE |
[
WPAZ (Personal) |~
stwork passphrase MIAP101_1234 |

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE »

LWar 6.HacTponTe agpec n nogcetb ana LAN nHtepdenca, no 3aseplieHnto wenkHnte ‘NEXT'. Ona
Toro, 4106 oTkno4nTL LAN DHCP-cepBep, ybepuTe ranoyky, nokasaHHy Ha Cneayouen KapTUHKe.

BHUMaHKe!

* B 3TOM cny4yae BCe NoJib30BaTesiu A0JKHbI HACTPaMBaTbh agpeca CBOMX YCTPOMUCTB
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BPY4HYI0, 3a4aBasn agpeca u3 Tom xe noacetu, 4To u LAN uHtepceinc mapwipytTusartopa.
Jinbo B paHHOM noaceTu AonKeH ObiTh Apyron paboumnn DHCP-cepBep. *

First step

IPv4 LAN

Please configure LAN address and using of DHCP. Please, keep in mind that widely used addresses
such as 192.168.1.1 may cause issues in some configurations. Strongly recommend to change the
address for another

IPv4 Address: * 192.168.2.1
IPv4 Netmask: * 255.255.255.0
Tick to enable DHCP Server :
IP pool start and end adresses 192.168.2.30
192.168.2.245

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE »

nnn War 6.1. Ecnm nonb3oBaTtenb Bbibpan IPv6 Ha LWar 2.1 Bbilwe, TO CAeAyIOWNIA Wwar NosBuUTCS ans
BBoga agpeca LAN IPve n DHCPv6 cepsepa.

First step
IPv6 LAN

Please configure LAN address and using of DHCP. Please, keep in mind that widely used addresses
such as 192.168.1.1 may cause issues in some configurations. Strongly recommend to change the
address for another

IPv6 Address: * fd00::1 - or ¢
IPv6 Netmask: * 64 LAN inte
Tick to enable DHCP Server : Enable DHCP by tiking check box
IP pool start and end adresses fd00::100 P v6
fd00::200 Start and range for LA e

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE #»

War 7. WenkHnTe ‘Next’ Ha npennoxeHme HacTpouTb DM VPN Spoke, 4106 nponycTuTb 3TK
HACTPOVKMN.
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First step

Precision setup

May be you want to setup DMVPN Spoke now?
YES. | WANT TO SETUP DMVPN SPOKE »
NEXT »
BACK TO WIZARD START #

WEBUI EXPERT MODE »

LWar 8. Ha 3ToM wWware, ecam nosib3oBaTeslb XO4ET HACTPOUTbL IPSec TyHHenb, eMy cneayeT BbibpaTh
‘Yes, | want to ...". B NpOTUBHOM C/ly4ae NoNb30BaTeNb OOJ/IKEH LLENKHYTb Ha ‘Next’, 4Tobbl
nponycTuTb IPsec.

First step
Precision setup
May be you want to setup IPSEC connection now?
YES. | WANT TO SETUP IPSEC CONNECTION »

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE »

Ecnn nonb3oBaTens BuibupaeT ‘Yes, | Want to......... ', cnepywwmnn ananor byaeTt nokasaH.
MapameTpbl O/KHbI COOTBETCTBOBATL APYro CTOPOHE TYHHens.

BHuMaHWe!

* Monb3oBaTesib A,0J1)KEH NpoBepuTb napameTpsbl IPsec cpepcreamun WebUI no3gHee,
NOTOMY 4TO NapamMeTpbl NONUTUKKU (MHTepdenca) ropa3no Wwupe, 4em ux npeanaraer
MacTep NepBOHa4YasIbHOW HAaCTPOMKM. * [10/1b30BaTENIb MOXKET HANTW NOAPOBHYIO MHDOPMaLMiO
npo IPsec B pykoBoactee ‘BR104 IPsec Configuration and Troubleshooting guide’.

*
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IPSEC connection

Please configure your connection.

Address of remote physical i_nterface I iddreﬁ or hostname to 14143 59 101
establish tunnel:
Local network to route through tunnel 10.117.150.64/29,10.117.150.80/32
rk to route through tunnel 10.124.104.0/26.10.118.74.232/29
Alias/DNS name for local node
Enable rekeying {non-zero value in seconds)? 86400
Enable (non-zero value in seconds)? 28800
Enable aggressive mode O
KE version for tunnel ikevl e
Cipher suite for phase1 aes256-shal-modp1536 ~
Cipher suite for phase2 aes256-shal-modp1024 ~
Preshared key (passphrase) for IPSEC or GRE tunnel: * Tata@123

* Filling of highligted fields is mandatory!

NEXT »
BACK TO WIZARD START »

WEBUI EXPERT MODE #

War 9. NMNonb3oBaTesib MOXXET USMEHUTb UMA MapLUpyTU3aTopa ¢ ymanuusaemoro ‘NETSHe’
Ha YTOo-HMOyab eMy ynobHoe. Tak)Xe nonb3oBaTe/lb MOXKET YCTAaHOBUTb Naposiu Ans
y4YeTHbIX 3anucen ‘root’ u ‘superuser’, He 3abbiBas Npo TpeboBaHUe CNOXKHOCTH.

First step

Change password for user (root)

Device name. Please do not keep it default: * ‘ NETSHe_1145295079
Password: * root lin ‘Root
n 'Root’ user
Confirm password: root password

Please change password for user (superuser) below

Password: * admin@123
Fill in S
Confirm password: * admin@123 n” Uperuser
password

* Filling of highligted fields is mandatory!

FINISH WIZARD, APPLY ALL CHANGES AND REBOOT THE DEVICE #»

BACK TO WIZARD START »

WEBUI EXPERT MODE #»

MonHasa nepesarpyska MapLipyTu3aTopa 3aiMeT OKOJIO ABYX C NOJIOBUHOW MUHYT.
Monb3oBaTenb [0JIKEH NOAO0XKAATb, NOKA CTPAHMLLA aBTOMaTUYEeCKU NepenpeT Ha
OOMAaLLHIO CTpaHuLy Beb-uHtepdenca (WebUl). * Eciv aBToMaTU4eCKoro nepeHanpaBieHns
HeT nan CTpaHuua He obHoBNAETCSH, CneayeT npoBepuThb IP-agpec MmapwpyTr3aTopa u nonpoboBaThb
nopt 5556 TCP.

* ====== JloMallHAA CTpaHuua ====== llocse ycnewwHOU nepe3arpy3skm yCTPOUCTBa,
nosb3oBaTesib MOXeT noakn4YuTeca K WebUI, ncnonbsys noruH m naponb, BBeA€HHbIE BO
BpeMsa MacTepa HacTpouku. Mocne ycnewHon ayTeHTU(PUKALUM OTKPOETCA AOMaLLHASA
CTpaHuua, KoTopas coaepXxuT: - Undopmauumio o cucTteMe U BpeMs € nocsiegHero
BKJIlOYeHus, - CyeTYnkmn noTpebneHms namaTu, npoueccopa, AUCKOB, - Bce HacTpoeHHbie U
HeJoHacTpoeHHble UHTepPdenChl.
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System Network Routes Services Utilities Diagnostic
Foyesy % 6 LY
POorLPNIDR®2

System information (Brief)

Model : ap147-010 1.0

Serial number : 2890709041

Software version / Build : 5.1/2018-11-19 09:42:18+03:00

System Time / Uptime - 2018-11-20 15:38:41 / 4 hours 58 minutes
Configuration template : Default configuration template

0% kernel : Linux-4.1.15

RAM size / 3WAP size (Mb): 123 MB /0 MB

CPU information : Qualcomm Atheros QCA9533 ver 2 rev 0 (MIPS 24Kc V7 .4)

Number of CPUs : 1

CPU bogomips : 265 001.00 029.00
L

S [br0] &

N Address: 192.168.2.1 24700

Netmask: 255.255.255.0

IPvE: fleB0:213.4bfffe00:9429/64
IPvE: feB0:bcla43fffeeb:eBec
MAC: 00:13:4b:00:94.29
Received bytes: 5048179
Received packets: 69887
Errors on receive: 0

Drops on receive: 0
Transmitted bytes: 125300515
Transmitted packets: 110733
Errors on transmit: 0

Drops on transmit: 0

Drops: 0

Input speed (kbis). 8

COutput speed (kbis) 242

200
* B 3aBUCUMOCTW OT YCTaHOB/IEHHOI0 B MapLpyTn3aTop MOAEMa TUM VIHTGpCpGI?IC& coToBoOro

noakatoyYeHns Mmoxxet bbiTb ‘wwan0’ nnu ‘cellular’, B LaHHOM pyKOBOACTBE A5 NpUMepa UHTepdenc
‘wwanQ’ cooTeeTcTBYyeT IPv4 cOTOBOMY coefiHeHUo, a uHTepgenc ‘cellular’ npegHasHaveH ans Ipve.

* ===== [poBepbTe CTaTyC COTOBOro noaknioveuus IPv4 ===== Ha poMaluHeNn cTpaHULe
HY>XHO HauTn uHTepdenc ‘wwan0’, ato bypet IPv4 cotoBoe coepuHeHue. Monb3oBaTtento
HY>KHO NpoBepuUTb y 3TOro uHtepdenca: - IPv4 appec, HasHa4eHHbIA ONepaTopoM COTOBOM
cBA3M, - CTaTyc perucTpauum cuMm-KapThl, - MpuBasKy K Tekywen cetn (2G/3G/4G), - Cuny
CUrHana 6a3oBOM CTaHLMUM.

'@ fTI Scan wireless network ]

10091136 251 e Broachiobi 5 &
DL 255 265 M5

AE AT

Cunrand channel 1411
REEL -T3dBm / 54%
SINRECID: 7 0dBm
RSRF -B3dBm

Conneched

020 =

===== [IpoBepbTe CTaTyC COTOBOro noakno4yeHus IPv6 ===== UHTepcdenc c nmeHem
‘cellular’ B paHHOM npumepe aBnsetca uHtepdencom IPv6 pna coToBbix coeauHeHUn. Ha
cnepylouen KapTMHKe BblgesieHbl AeTaslu NOAKIIOYEHUS:
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Wy F
. 1Y Scan wireless nebwork 1 i

M Pl 240140001885 01 ce b 1350363 BT 2 T4 200
Pl B0 B 30 JRCHOBIT I T430M0

el 24014900 1889 0 cecaD 1 3 1a1 040e; 1oH00E
vias: 600

R BFlea]

MposepbTe coeanHeHne PPPoE UHTepdenc ‘pppoe’ Ha poMaLLHEN CTPaHULLe MOXeT
O3HayaTb TYHHeNb K areHTy cepsepa NMMS (Network Management and Monitoring server).
[aHHbIN areHT NPUMEeHAEeTCA KaK BCnoMoraTte/sibHoe YCTPOUCTBO ansA cBism NMMS u
KOHTPOJIMPYEMbIX YCTPOMUCTB.

pppoe ]

Address: 172.16.214.252 17.00
Metmask: 255255 255 255
Received bytes: 10219730
Received packets: 13472
Errors on receive: 0

Drops on receive: 0
Transmitted bytes: 1797240
Transmitted packets: 9810
Errors on transmit: 0

Drops on transmit: 0
Drops: 0

Input speed (kbis): 17
Output speed (kb/s): 9

3.00

===== [poBepbTe cTaTyC IPsec TyHHeneun ===== Ecnu IPsec TyHHeNb NOJHAT, CTaTyC
mHTepcenca bygeT nokasaH C BHELUHUMU agpecaMu ob6enx CTOPOH TYHHeNA U NPOTOKOJIOM
ESP. Echu coepuMHeHue He NOAHATO, He CKOH(PUrypupoBaHO UM CKOH(UIypuMpoBaHO
ownbo4HO, cTaTyC TyHHensa bypeT nokasaH Kak ‘Unknown’. B 3Tom cnyyae nosb3oBaTenio
cnepyet obpaTuThca K pykosoactey ‘BR104 IPsec Configuration and Troubleshooting
guide’ ansa peweHus npodnembl. ===== [IpoBepbTe MAPLUPYT N0 YMONAYAHUIO =====
OTkpouTte MeHI0 ‘Diagnostic’ u BbibepuTte onuuio ‘Routes’ pns Toro, 4ToObl YyBUAETD
Tabamuy mapwpyTtusaumm. MapwpyTt ¢ HasHavyeHuem ‘0.0.0.0’ Ha3biBaeTca ‘default
route’,T.e. MapLUPYT MO YMOJIYaHMUIO.
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<« c o @ 10.117.150.65 E e w o Sear
System Network Routes Services Utilities
. _—. i ey o % |y Processes
RO LHYN I DN Jons
o e \ Fa ¢ ' I #3_Connections
able
% Logs ¢
[eth02] Create report for developers
p p
IPv6: fed0::26b6:fdff-fe 1c.f94e/64 Firewall rules 252
MAC: 24:b6:fd:1c:f9:4e C filtari 5.255
Received bytes: 12136213 IPVG fiitering state Ws4
Received packets: 28122 DHCP leases 168
Errors on receive: 0 Bridge filtering state
Cirops on receive: 0 QOS stat
Transmitted bytes: 3125669 state 13337
Transmitted packets: 14536 Current nameservers 14464

Errors on transmit: 0
Cirops on transmit: 0

EMors onudnsmie v
Crops on transmit: 0

Drops: 0 Drops: 0
Input speed (k Input speed (k 4
Qutput speed ( Output speed %
7.00
[ wwanO ]
« C @ @ 10.117.150.65 ~ B . o~ + N @
System Network Routes Services Utilities
POFLHYNEIDTU@RER
Destination Gateway Metric Interface
0.00.0/0 120 138 115 72 0 pppos
10117150 64/29 0000 0 br0
120.138.115.72 0.0.0.0 0 pppoe
=0 o 1 lo
2401:4900:1889:d1ce::/64 2 cellular
fd37:6573:3432:636d /64 1 br0
fd6b:3732:6d6b:Tab2::/64 1 br0
fe80::26b6:fdff-falc fAde o 1 eth0
BHumaHue! * ‘Backup route’, T.e. pe3epBHbIN MapLIPYT HE NOKa3blBaeTCa B rpadynvyeckom
NHTepdeince. Ero MoXXHO yBuAETh B BbiBOAE KOMaHAbl CLI:
Root@NETSHe# ip route show table default
*
10.117.150.65 - PuTTY — | x

‘T
Hactponka uHtepcdencos Buumanue! *[lonb30BaTeNb A0JKEH NPOBEPUTL UAW 3aMONHUTL BCE
BKJ1aOKM CBONCTB MHTep@enca, 3aTeM COXPaHUTb HAaCTPONKM 1 Nepe3arpy3nTb MapLUpyTM3aTop.
OfHako, ecnv npegnosiaraeTcs BHECTU U3MEHEHUSA HECKOJIbKUM UHTepdencam n/mnm cepsnucam, To
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cnepyeT BCe U3MEHEHMA BbINONHUTL (6e3 HaxkaTum onummn ‘restart the service’), a 3atem
neperpysnTb MapLwpyTn3aTop a8 NPUMEHEHNS BCEX U3MEHEHUI B KOH(UIypaLuun.

* Bup puanora napameTpoB UHTepP(denCcoB BbIrNAAUT NO-pa3sHOMY B 3aBUCUMOCTU OT TUNa
nHTepdenca. OObIYHO AManoOr ANa NONHOLEHHOro uHTepdenca uMeeT Tpu BKAaaku: 1)
‘Base Settings’ Bknagka, rpe npeaycMoTpeHbl odwmue napameTpbl:

- OnuuA BKJIIOYEHUA/OTKIIOYEHUs nHTepdenca. - Onuusa ans ycTaHOBKU MHTepdenca Kak
pe3epBHbiK K gpyromy WAN uHtepdency. - BKaioyeHme/oTknoueHne ncnonb3osaHma DNS
oT npoBangepa. ( Onuua OTKAIOYEHUA HY)XKHaA B CJly4ae OCHOBHOro u pesepsHoro WAN.
MockonbKy pasHble npoBauAaepbl UCNONbL3YIOT pa3Hble apgpeca DNS, a cucteMHbIn AeMOH
DNS He MoXXeT onepupoBaTh C AByMA HabopaMu aapecoB OAHOBPEMEHHO, TO
pPeKoOMeHAyeTCA OTKI4YUTb ucnonb3osaHne DNS oboux npoBanaepoB u 3apgaTb BPYUHYIO
cBou HacTpouku DNS.) - Onuus skniouyeHus IP passthrough mode Ha nHtepcence. HyxHa B
chyyae, Korga Hapo npobpocuTb agpec oT npoBanaepa Ha BHyTPeHHee YCTPOMUCTBO B CBOEN
ceTu. - Cnucok metopos ayteHTudukauumn (PAP/CHAP/AUTO). - BapuaHTbl 015 orpaHnyYeHus
CTaHpapToB coToBoro coeauHeHus AUTO/2G/3D/4G. 2) ‘Additional’ Bknapka
npepHasHavyeHa onA NpUMBA3biBaHUA MHTepdenca K 3oHaM. Ecnu nHtepdenc He npuBssaH K
30He, YacTb CEPBUCOB Ha HeM bypeT HepgocTynHa. 3) Bknagka ‘Routes through interface’
3TO Hanbosee KOPOTKMM cNocod co3paTh HOBbIM CTaTUYECKMI MapLUPYT B Tabnuue
MapLUpyTU3aL MM YCTPOUCTBA. Bonpockl MapwipyTusauumn paccMaTpuBaloTca noapobHee B
APYrom paspene paHHOro pykosoactBa. Korpa Bce HaCTpoMKu uHTepdenca 3apaHsl,
cnepyeT HaXKaTb KHOMKY ‘Save’ u nepesarpy3suTb MapLupyTu3aTop, AJA TOro 4r1od
M3MeHeHHas KOH(Urypauuma npuMeHunach. 151 3Toro Hapo oTKpbiTbh MeHto ‘Utilities’ n
BbiIOpaTbh‘Reboot System’, panee BbiOpaTh ‘Yes’ Ha 3anpoc nepe3arpy3sku yCTPOUCTBa.
BHuMmaHue! * Bce nHTepdencol 40KHbI UMEHOBATLCA B COOTBETCTBUMN C NpaBuiamun, 41obbl
nosb3oBaTensM OblN0 MOHATHO Ha3HaYeHe NHTepgenca no ero MeHn. Hanpumep, ethx
COOTBETCTBYET (hm3nyeckomy Ethernet nopTy, a nmeHa pppoe/l2tp/pptp - COOTBETCTBYOLWNM
cepsucaM. HTepgencol ¢ ‘.auto’ B UMEeHM CO3[4al0TCSA CUCTEMON AN CEPBUCHbBIX HYXA, U HE MOTYT
ObITb N3MEHEHbI M0JIb30BATENAMM.

Transmitted bytes: 21025056
Transmitted packets: 44711
Errors on transmit: 0

Drops ontransmit: 0

Drops: 0

Input speed (kbis). 0

Cutput speed (kbis). 0

Address: 1016167 .71

Metmask: 255 255 255 240

IPvE: fe80:f054.58f fedd.f0a8/64

MAC: f2:54:58:d9:f9:a8

Received bytes: 7820221

Received packets: 15621

Errors on receive: 0

Drops on receive: 0

Transmitted bytes: 1933932

Transmitted packets: 17787

Errors on transmit: 0

Cirops on transmit: 0

Crrops: 0

Input speed (kbis). 0
* ===== CuM-KapTa IPv4, untepdeitc wwan0 ===== Sl
BbibepuTte uHtepdenc ‘wwan0’ Ha aomMallHen CTPpaHULe, KaK 3TO NOKAa3aHO HAa KapTUHKe
BbilLe, OTKPOIOTCA NapaMeTpbl MHTepdenca. Ha Bknapke ‘Base Settings’ MOXXHO U3SMEHUTDb
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napaMeTpbl CUM-KapThbl, a TaK Xe BKJIIOYUTb/OTKJIIOYUTbL CaM MHTep¢EﬁC.
[ Configure interface wwan0 ]

d Base set‘lingsjg Additional || Helpful information || Routes through interface

Type of connection: * ami |~

Username:

Enable interface :

Password:

Access point (APH): airtelgprs.com

PIN code:
Authentication type: auto |
Use any possible cellular network or specified only: auto |

Disable roaming:

Use interface as backup?:
Do not replace existing default route 2
Do not use peer DNS 2:
Enable IP v6 over PPP link 2:
Switch device in IP passthrough mode?:
MTU:

Melo0orO® EIII

Static IP address for interface. Usually ISP assigns address in automatic manner. Leave blank if you are unsure:

. Tick to restart senvice(s) after saving - [ | Save
Ha Bknapgke ‘Additional’ MO>XXHO Ha3HauuTb uHTepcdenc B ‘WAN’ 30HY.
[ Configure interface wwan0 ]

Enable interface ? :

Base settings || Additional || Band settings || Helpful information || Routes through interface

Interface is a member of zone:

===== Cum-kapTta IPv6, nutepcenc CELLULAR ===== BHuMaHue * KoHpurypumpoBaHue IPv6
NHTepdenca BpyYHyto noTpebyeT aononHUTeNbHOM HacTpokm DHCPv6 n onpegenerHns npasun NAT
Ha CeTeBOM 3KpaHe IPv6.

* lna Toro, 4Tobbl cozpatb IPv6 nHTepdenc BpyuHylo, Nosib3oBaTesio cneayeTt BHU3Y
HOMaLUHeNl cTpaHuubl HanTu none ‘Input name of interface to add’'v BBecTn Tyna umsa
‘cellular’ (be3 kaBbl4yek), WeNKHYTb KHOMNKY ‘New’.

ITAISTIe g paerens. v TTAISTIE Y pacrens. v

Errors on transmit: 0 Errors on transmit. 0

Drops on transmit: 0 Drops on transmit 0

Drops: 0 Drops: 0

Input speed (kb/s). 0 Input speed (kbis) 0

Output speed (kbis): 0 Output speed (kbis) 0

0.00 0.00

[ ethO]

[ tunipsecO ] *

IPvE: feg0::26b6 fdfffe 1c:fde aroe Configured
MAC: 24:b67d: 1c194e
Received bytes: 65549694
Received packets: 146285
Errors on receive: 0

Drops on receive: 0

M
Transmitted bytes: 12640066 Input name of interface to add cellulal MNew
Transmitted packets: 75029
Errors on transmit: 0
Drops on transmit 0
Drops: 0
Input speed (kbis): 10

Output speed (kbis): 11

8.00

Mocne Toro, Kak OTKPOIOTCA HAaCTPOUKU MHTepdelica, Ha BKnapke ‘Base settings’ BBecTu
TpebyeMble HACTPOUKM.
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System Network Routes Services Utilities Diagnostic

POCLBONIDIOI

[ Configure interface cellular ]

Enable interface :

Base settings | Additional || Helpful information || Routes through interface

Type of connection: * CELLULAR |~
Cellular Service Subtype: UMTS/EDGE/GPRS |~

Username: | |
Password: | |
Device or interface used to establish connection: | IdevittyUSB2 |
Access point (APN): [airtelgprs.com |
PIN code: [ |
Authentication type: El
Use any possible cellular network or specified only: auto |~

Disable roaming:

Use interface as backup?:
Do not replace existing default route 7:
Do not use peer DNS 2:
Enable IP v6 over PPP link 2:
Use synchronous PPP?:
Disable buffering for PPP link?:
Switch device in IP passthrough mode?:

FIOOORERA DI

LOTII:

— = ]
3aTtem Ha Bknagke ‘Additional’ HasHauuTb uHTepdenc B 3o0Hy WAN, nocse yero HaxaTtb

KHOMKYy ‘Save’.

System Metwork Routes Semices Utilities Diagnostic
POV VNIDUdEX

[ Configure interface cellular ]

Enable interface :

EasesemngsiAddltlonal Helpful information || Routes through interface

Interface is a member of zone:

Tick to restart senice(s) after saving - [

Save changes and then click this link to configure QoS for this interface

*Filling of highligted fields is datory!

===== PPPOE IPv4 uutepdenc =====
Ona Toro, 4ToObI BPY4HYIO co3paTb MHTepdenc PPPoE, nonb3oBaTesnb 40J1)KEH 3aMN0JIHUTb

none ‘Input name of interface to add’ B KoHue poMallHeN CTpaHUL bl UMeHeM ‘pppoe’ (be3
KaBbl4eK) U HaXaTb ‘New’.

0.00 0.00

[ etn0 ] [ tunipseco | 9%
IPv8: f280:: 2808 fdff:-fe1cfide iZ66 Configured

MAC: 24:b8:fd:1cf24e
Received bytes: B8387882
Received padkets: 157503
Emors on receive: 0

Drops on receive: 0

; .44z 5

Tt ez ot e of a1 20
Emors on transmit: 0

Drops on transmit: 0

Drops: O

Input speed (ki
Output speed {

7.00

Hanee Ha OoTKpbIBLUENCA BKNagKe ‘Base settings’ cnepyet 3anonHuTh NnapameTpbl
NOAKJIOYEHUs, KaK Toro Tpedbyet nposanaep.
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[ Configure interface pppoe ]

Enable interface :

Base settings | Additional | | Helpful information || Routes through interface

Type of connection: *
Username:
Password:
Device or interface used to establish connection:

PPTPIL2TP Server/PPPOE Service Name:

Use interface as backup?:
Do not replace existing default route ?:
Do not use peer DNS #:
Enable IP v6 over PPP link 2:

Use synchronous PPP?:
Disable buffering for PPP link?:
Switch device in IP passthrough mode?:
MTU:

Static IP address for interface. Usually ISP assigns address in automatic manner. Leave blank if you are unsure:

Tick to restart senice(s) after saving - [J

| sushim

|
|
[etho2 |
[Joisteron |

s 00oOooono

Danee Ha Bknapke ‘Additional’ nonb3oBaTenb gonkeH nobaButb uHTepgpenc B ‘WAN’ 30Hy

M Ha)XaTb KHOMKY ‘Save’, 4T00 coXxpaHUTb HAaCTPOMNKM.

System MNetwork: Routes Senvices Utilities Diagnostic

POFLYVONIDD@®2 X

[ Configure interface pppoe ]

Enable interface :

Base seilings | Additional || Helpful information || Routes through interface

Interface is a member of zone:

Do relaying for PPPoE connections?:

Tick to restart senvice(s) after saving : [
Save changes and then click this link to configure QoS for this interface

* Filling of highligted fields is datory!

===== UHTepdenc nokansHou cetn br0 ===== lNonb3oBaTenb A0JIKEH
‘br0’ Ha pomalUuHeNh cTpaHuue uam B nyHKTe MeHio ‘Network-Interfaces’.

HaWUTU uHTepgenc
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System information (Brief)

Meodel : br104 1.0

Serial number : 4188018271

Software version / Build : 5.1 / 2018-12-05 10:00:22+00:00

Systern Time / Uptime : 2018-12-06 07:14:48 / 1 hours 27 minutes 11 seconds
Configuration template : Default configuraticn template

25 kernel : Linux-4.14.81

RAM size / SWAP size (Mb) : 122 MB /0 MB

CPU information : MediaTek MT7828AN ver:1 eco:2 (MIPS 24KEc V5.5)
Mumber of CPUs : 1

CPU bogomips : 385
L

5 [ bro ] *

N  Address: 10.117.150 65 137.00

Metmask: 255 255 256 248
|PvE: fel0:: 2808 fdff.fe1cfBd4d/84
MAC: 24:b8:fd: 1 c:f3:4d
Received bytes: 18812437
Received padiets: 113572
Ermrors on receive: 0

Drops on receive: 0
Transmitted bytes: 43485847
Transmitted packets: 178389
Emors on transmit: 0

Drops on transmit: 0

Drops: O

Input speed (kb/s): 27

Owtput speed (kbis): 137

o - Danee
nosnb3oBaTesib A0JXKEH caenaTthb ciepyouee: - LLLenkHyTb No uMeHu nHtepcenca ‘bro’,
4YTOO M3MEHUTb HAaCTPOMNKMU. - YOeauTbca, 4TOo MHTep(denc BKJIIOYEH, NPOBEepUB
COOTBETCTBYIOLLYIO onuuio. - OTpepnakTuposaTb IP4 unu IPv6 agpec n Macky ceTu. -
CoxpaHUTb HACTPOMKM KHONKOM ‘Save’. - NMepe3arpy3ntb MapLIpyTU3aTOp, 4TOO HACTPONKM
BCTynuaAu B cuny. ===== HacTtpouka Wi-Fi ===== MNonb3oBaTtenb MmoxeT HacTpoutb Wi-Fi
nocpencTBOM HACTPOUKKM nHTepdencos ‘wlan0’ n ‘wlanl’. B 3aBucumoctu ot firmware
YCTPOMCTBO MOXeT MMeTb ABYX aAuana3oHHbin Wi-Fi n ‘wlanl’ uHtepcgeinc cooTBeTCTBEHHO.
PaccmoTpum Hactpouku 5rfy Wi-Fi pnsa npumepa.
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Enable interface :

Wireless || Wireless Security || Wireless Multimedia (QoS) Settings | Fast roaming, Interworking and Hotspot 2.0 || Additional || IP settings

Interface is a member of bridge:

Mode: * | Access Point / Mesh gateway |~ |
ESSID: * [YourWiF |
Country Code:
Meodulation:

Channel width:

Current frequency:

Transmitter power in dBm:

Save chanﬁes and then click this link to conﬂﬁure QoS for this interface

Enable interface :

Wireless || Wireless Security || Wireless Multimedia (QoS) Settings || Fast reaming, Interworking and Hotspot 2.0 || Additional || IP settings

Hide ESSID 7:

Isolate clients :

EDD

Limit number of connections (0" for unlimited):

Encryption: WPAZ (Personal) b

Disable TKIP: O

Username:

Password, Encryption key or network passphrase:

Allow connections to next MAC-addresses (comma separated list):

|
yourWIFIpassword |
|
|

Certificate of Authority for Wireless network : Hot installed Browse... | Mo file selected. |

Client Certificate : Not installed Browse No file selected |

Deny connections from next MAC-addresses (comma separated list): |

Browse... | Mo file selected. |

Save changes andthen click this link to configure QoS for this interface

Private key : Not installed

* Filling of highligted fields is mandatory!

Monb3oBaTtenb onuuen ‘enable interface’ moxet Bknouutb Wi-Fi u 3apatbh umsa
6ecnpoBogHou cetu (SSID), a Tak )xe WPA2 naponb ana 3awutbl. ====== HacTpoukun DNS
—————— Monb3oBaTenio cnepyeT BOCNOJ/Ib30BaTbCA MYHKTOM MeHI0 ‘Services-»Domain

e

J 10.117.150.65:5556/app/cp/index.php

outes Utilities Diagnos
. Time settings and synchronization

? \)Z) Access concentrator b

N B —

DHCP settings

Finger
name resolution’ kKak nokasaHo HUXe. HRI and dnmain filtarina
BbIOpaTh BKnaaky ‘DNS Resolver settings’, BBectu IP appec DNS cepBepa B none ‘IP-

Address of ....” 1 cOXxpaHUTb HaCTPOMUKMN KHONKOM 'Save’.

Hy>XHo
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<« ¢ o @ £ 10.117.150.65:5556/app/cp/index.php?q=cp.dns.config B o= o w o~ Search

System Network Routes Senvices Utilities Diagnostic
X2OPMOELHPNIDN@ER

Set up nameservers, static (local) host/address resolution, DNS forwarder and dynamic DNS client (if needed)

DNS Resolver settings | Static DS settings || DMNS forwarder || Dynamic DNS senvice settings

Please, specify one or more nameservers to be used by the system
Our domain: * | localdomain
IP-Address of nameserver (clear up input box to remove row from settings) *
* Filling of highligted fields is datory!
====== Hactpouka DHCP cepBepa IPv4 / IPv6 ====== BHuMaHue! * [I3mMeHeHnsa B

HacTpornkax DHCP cnepyeT npousBoaunTb, NpMHMMas BO BHUMaHue IP-agpec nHtepdenca. Cnegyet
ybeanTbCs, 4TO agpec uHTepdenca ‘br0’ n3 Toro e camoro ananasoHa, 41o n DHCP nyn gns
Bbl4a4M afpeCcoB KAMeHTaM. B NpoTUBHOM CiyYae 3Ta HECTLIKOBKA MOXXET He aTb XKenaemMoro ot
DHCP pesynbTaTa.

(@ K& 10.117.150.65:5556/app/cp/index.php?q=cp.
Routes Utilities Diagnostic

ia 3, TIme settings and synchronization W s
& e #j \ \
i ) Access concentrator h' @ b

Domain name resolution

wcal) host/ad: = dynamic DNS ¢
Finger
URL and domain filtering

atic DMS settii Proxies and NAT traversal 3 service settings

Multicast Routing Proxy
ore nameservers 10 D8 USed Oy the System
* BoibepuTe ‘Services»DHCP Settings’ I | ' '

KapTuHKa HMXXe noka3blBaeT napaMeTpbl, KOTOpble MOXHO 3apaTtb: - DHCP nyn apgpecos
IPv4 / IPv6, - Onuusa BknioyeHus/otTknoyeHusas DHCP cepBepa, - Bpems apeHabl agpecos, -
Mpuesasku MAC appecoB unu pesepsupoBaHus IP.
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DHCP Server settings (Interfaces where server works, |P pools, pairs of static MAC-address/IP-address to assign. etc)

Tick to enable DHCP Server:
Prange  [10.117.15066 | [1011715070 |
Choose interfaces to bind on and set up IP-pool to assign to clients * bro:
IPv6 range | | | |
Address of nameserver. The system offers own address if this field is blank: | ‘
Address of WINS-server. The system offers own address if this field is blank: | ‘
Default lease time: 7200
Maximum lease time: 86400
Static IP-address assigment rules. Assign this IP-address to this MAC.
Input order: MAC, IP-ADDRESS, description [ i I[
Use '+ button to add a new rule. Clear up input boxes to remove rule from ruleset *
lgnore requests to obtain IP-address from those MAC-addresses. l:l
Use "+'-button to add a new rule. Clear up input box to remove rule from ruleset *
Static routes for clients {in notation AAABBB.CCC.DDDinetmask) and gateway (may be blank) * | || 0w ||

Tick to restart senice(s) after saving - [

====== [lobaBneHune ctaTu4eckmnx MapI.LIpyTOB ====== BbiOepute mMeHi0 ‘Routes’, a B
- [ Control Center-3.1 ] Systemn |
< C @ @ 10.117.150.65:
System Metwork Senices
A5 ;} = I:H:
@ @ ai?’ \-L:B Multipath routing I Q_
RIP router —
System information (Briery OSPF router
RIF IPvb {aka NG) router
Model : br104 1.0 BGP router
Serial number : 4188018271 .
HeM NyHKT ‘Static’. Software version / Build : 5.1 / 2018-12-05 10:00:22+00:00 LLLenKHMTE Ha BTOPOM

‘+’, 4T06 B06aBNTL CTaTUYECKNIA MapLUPYT.

Here you can setup static routes, routes for two or more uplinks, routing and nameservers for each uplink

Enable multi-WAN support? []
Static routes || wwan( || eth1 || pppoe || pptp || 12tp || cellular
You can setup routes that will be removed from or installed to system routing table on boot
Routes that will be removed before other static routes will be installed * f:'i'::' New

Click this icon to add a new static route

Routes that will be installed when the system will booted *

Tick to restart service(s) after saving : [
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static route

Protocol: * IPvd |5

123.64.98.230
Address | Hetmask: *

APP server Route via Ethernet

Save

* Filling of highligted fields is mandatory!

Mocne Ha)xaTua ‘Save’ HOBbIN
MapLIPYT OTPA3UTCA B CMUCKE MApLUPYTOB, KaK NOKa3aHO HMXe. [lanee HaXKMUTe KHOMKY

4= e 0 T TEAT L 5 5 S g ¢ p e phe Ty e rimal e il ¥ o 0 4 A

System Hetwork Roules SeErvices e CRagnoshic

PO EONEID "JEJS'»s

rm.v-.' othl || pppoe  ppip Ehp  celuler

Fomtiird that will b femoved belons other static pouted willl bo Imtalled * ':“F e
Hmu‘mﬂl l"‘ I""_,luﬂllll:] Uascripesa I.ml
Hoartes that willl b imsallad whan the vyses will Booted * P 172241760 M -] 10 3234713 1 Rtud 10 Coribaind LAN f N
Total: 1

Meperpy3uTte maplwpyTusaTop, 4To6 npumMeHuTb MapLpyT. NMepesarpysKky MOXXHO
BbIMOJIHUTL Yepe3 NYHKT MeHlo ‘Utilities-Reboot system’.

System Network Routes Services Q Diagnostic
F*mg 0s
@ @ & \(_)) - @ % L,J E Tracernute %

mmand p———

€ | (D 192.168.1.1:5556/app/cp/index.php?g=core.route.config

Here you can setup static routes, routes for two or more Rameser
Warm restart
Backup/Restore ¥

Upgrade firmware

|Staticmutes wwan0 || eth1 || pppoe || pptp || [2tp || cellular

Enable multi-WAN support? [

BR104
MapLUpyTU3aTop NoAAep>XMBaeT LUMPOKUIA Habop (PYHKUMIA MapLUpyTM3aLum, BKalOYan
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NPOTOKOJIbl AMHAMHUUYecKou MapwipyTtusauuu: RIP, OSPF, BGP, a TaK )Xxe MexaHu3Mbl TUna
MapLipyTU3auum OT UCTOYHMKA (source routing) nam MapLipyTM3aumMm Ha OCHOBE NOJIUTUK
(policy base routing). ®yHkuuu MmapwipyTusauum cobpaHbl B nyHKTe MeHio ‘Routes’.

[ aHHbIA BOKYMEHT He C(pOKYyCUPOBaH Ha CeTeBbIX TEXHOJNIOIMAX U UX Teopuu. B cnyyae
CNO>XXHbIX MPUMEHEeHU! namn DoNbLUNX pacnpepesieHHbIX CeTel NoJsib30BaTeNAM cnepyeTt

NPOKOHCY/IbTUPOBATbLCA C Texnogaep>xkon 000 «Hetwe nab». ====== CeTeBOMN 3KPaH U
HacTponku NAT ====== BbiOepute nyHKT MeHI0 ‘Network’ u B HeM cTpoky ‘Firewall’(IPv4)
System Routes Senices
Interfaces
ﬁ @ t VLANSs
= Z0nes

System infory Bridges
VRF

o
=1
mn
r
=
Fa

m

rial number : :
ware version |PvB Firewall

unu ‘IPv6 Firewall’, 2=50 171 Bridge filtering Ecnu mapwpyTHUsaTop
PacnoJioXXeH Ha NepuMeTpe CeTH, CETEBOI IKPaH A0JIKeH ObiTb 06A3aTeNIbHO BKJIIOYEH.
CeTeBOi 3KpaH MOXXHO BbIKJIIOYUTb Ha YCTPOWCTBaX, MCMOJIb3YeMbIX UCKIOYUTENBHO BHYTPH
He3onacHoii ceTu. EC/in ceTeBoW 3KpaH BKJIOYEH, TO Bce MHTepdeiicbl MapLupyTU3aTopa
[.0J/KHbI NPUHaAieXXaTh KaKon-HUbyab 30He. B NpoTMBHOM cnyyae TpaduK TaKux

uHTepdencos byaert otdpacbiBaTbhCA.

100 0=
bl = |
&

3

Configure zones

Easeseﬂings| Lan || Wan || Dmz

Tick to enable firewall :

HacTtpounku ceteBoro
3KpaHa n1o00oM 30HbI UMEIOT TPU CeKL MU C NpaBusiamu: - MepBasa cekuusa onucbiBaeT
noseAeHue 3KpaHa Ans BXxoaswero Tpapuka 30Hbl. OTU NpaBuia paspeLualoT uiu
3anpeLwaloT TpaPmuK B 3aBUCUMOCTH OT 3agaHHbiXx TCP/UDP noptoB u/unm IP
agpecoB/nopceten NPMEeMHUKA WK UCTOYHMKA. - BTOpas cekuusa BKJOYaeT npasuna
npobpoca noptoB (Port forwarding) ans Bxopswero Tpacduka Ha IP appeca BHyTpM ceTwm. -
TpeTba cekuuna peanusyet npasmna NAT(Ha 6a3e uctounuka). NAT (Network address
translation) Hy)xeH onsa nepepayum IP-nakeToB JIOKaJIbHOIrO UCTOYHUKA NO ceTu UHTepHeT,
3aMeHsAA JIOKaJibHbIA aapec Ha nyonnyHbin IP, MapwpyTusmpyemoin B cetu UHTepHeT.

Base seftings || Lan || Wan || Dmz

Default policy :

Incoming traffic: Tick to log macthed packets: [] Qutgoing traffic: Tick to log macthed packets: [J Forwarding traffic: T\ck to log macthed packets: [

WWhat is to be done with forwarding to other zones traffic :

Tick to fix MSS for transit packets
AT LCESDIDLEL (Enabling this option can decrease performance)

Wan
Dmz O |
====== Hactpo#ka Port Forwarding ====== B obpaTHOM HanpaBneHuu gencreyet Port

Forwarding nnu PAT (Port Address Translation), KoTopbi ucnonb3yeTcs Ans AocTyna K
nokanbHbiM IP-appecam u3 NHTepHeT. Hawm yctpouctea peanusyiot PAT TeM xe
CUCTEeMHbIM MEeXaHU3MOM, 4YTO peasiusyeT U ceTeBou 3KpaH. B cnyyae port forwarding
HaCTPOMKU NpaBuJ UMeloT cnepyiowui Bua: - Mpotokon moxet 6biTb TCP nnmn UDP. -
‘External IP’ 310 agpec, 3anpawumBaeMbin U3 MHTepHeT. NMonb3oBaTesib MOXKET €ro He
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yKa3sbiBaTb, TOrAa 3anpoc Ha niobou appec byaet nonagatb nop 3To npaBuno. - ‘External
Port’ 310 nopT, 3anpawmnBaembi 3 UHTEepHeT. B obwem cnyyae oH MmoxeT ObITb
c/ly4yalHbIM, TOrga Hago0 3TO NoJsie B NpaBuJie He 3anoJiHATb. - ‘Internal address’ 3To IP
agpec U3 NI0KaJIbHOW CeTU, KOTOPbIK NPUBSA3aH NPaBUIOM K BHewlHeMy appecy WAN B uensax
BocTynHocTu u3 NHTepHert. - ‘Internal port’ 3To nopT npunoXxXeHUs NoKanbHOro cepsepa, Ha
KOTOPbIN BHELUHMA 3anpoc u OyaeTt oTnpaBneH. Yawie Bcero 3To nonyaspHbie noptbl TCP
Tuna 443 pna SSL. - ‘Description’ nio6oe noHATHOEe onucaHue npaBuna, oOBACHAIOLWEE ero
CyTb U OT/IMYalIOLLEEe ero OT APYrux npasuin.

System Network Routes Services Utilities Diagnostic

Brawlk 200 LBONRIDNOI X
Base settings La’lmsz

Default policy :

Incoming traffic: Tick te log macthed packets Qutgoeing traffic: Tick to log macthed packets Forwarding traffic: Tick te log macthed packets:
What is to be done with forwarding to other zones traffic :
Tick to fix MSS for transit packets
Zone Tick to do NAT {Enabling this option can decrease performance)
Lan el
Dmz
Advanced ruleset for zone.
Clear up fields SOURCE, DESTINATION and PORT to remove rule from ruleset.
Use "+-button to add a new rule. :
Selecta
Tick to
Select a match to match to i
( application or content || the type of || Protocol ) Source MAC Source network or host / Netmask => Hetiati sutetwork ot Netmask : Desyggﬂun = Traffic target # Description for rule malcut%eu
(L7) peer-to-peer packets
traffic
(L - v]n[ieme ] I [1[o_v]=] 1[0~ |= [acosot_v]#| |
®
! Rules to redirect incoming traffic to do port-forwarding l
Clear up inpl - 1 a New row. :
Protocol External \P;ﬁlgﬁf}sss {may be . External port or porcrapr;g;zuelime[ec\ by *-' (port1- = Internal address Internal port or ponranﬂgl%delime[etl by "' (port1- # Description for rule Tick to log macthed
w v | | =1 #] |
ot desired | [* Blank means any outisde ip can send request. “This will remain AN IP address Tan side port number of @
*IfIP is specified then only, blank protocol service Click '+' symbol to add another
that IP can access this service. Multiple ports separated by rule below st rule and so on
Source NAT settings :

hyphen symbol
Protocol Destination IP-address : Destination port => External IP-address (may be blank) External port or portrange delimeted Dy - Description for rule Tick to log macthed packets

w ]| | = | L1 # |

*®
Save the settings after Done.

====== HacTtpo#Ka areHta TR069 ====== [lonb3oBaTenio canenyeT U3 MeHio ‘System’
[ Control Center-3.1 ] System 10 X +

<~ c @ n

Metwork Routes
Base settings L
\/
Schedule ’Qy }“D
Mount points e

Users
Ethernet switch management

Software version / Build : 5.1 / 2018-12-05 10:00:22+00
Systemn Time / Uptime : 2018-12-08 09:08:31 / 3 hours
Configuration template : Default configuration template
05 kernel : Linux-4.14.81
RAM size / SWAP size (Mb) : 122 MB /0 MB
CPU information : MediaTek MTTE828AN ver:1 eco:2 (M
Number of CPUs : 1
BbIOpaTb cTpPoKy ‘TRO69 agent’.  crFU boaomics : 225 B oTKpbiBLLEMCS

Auanore nosb3oBaTesib A0JIXKeH 3aaaTh napameTpbl TR069 ACS cepBepa, Kak Toro Tpebyer
aAMMWHUCTPATOP 3TOro cepsepa.
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System Network Routes Services Utilities Diagnostic

SVPOLLYVONITUSEX

Enable TR-069 client?:
Full specified URI for ACS server:=® | http:idema.friendly-tech.com:2080Macs-basiclACs| |
Login :* | tata |
Password : * | sseee |
Device manufacturer:* | METSHe |
Hardware version : * | 1.0 |
Specify organization unigue indentifier (OUI) : * | 1314af |
Serial number 4186018271

Specify the interface to listen by agent : *

Login to deal with local agent :

Password to deal with local agent :

|
|
Specify local port to listen by agent |
|
|

Interval to send informs fo server in seconds. (0) means configured by server 3000
You can specify external IP address if device is behind NAT and port forwarding is configured
Disable "Expect: 100-continue’ in request to deal with some servers: O
Send INFORM messages only : O

Tick to restart senvice(s) after saving - [J
Mocne coxpaHeHUs HAaCTPOEK MapLUPYTU3aTOP HY)KHO neperpysuTtb. lnsa 3Toro
nonb3oBaTesib MOXXET BOCcnosb3oBaTbcA MeHio ‘Utilities’ n nyHkTom ‘Reboot system’.
====== banaHcupoBKa Harpy3ku ans asyx Ethernet WAN noptoB ====== epBblX
Ethernet nopT Ha mapwpyTusaTope 310 WAN nopTt no ymonyaHuio. Ytob cospartb
pononHuTenbHbin Ethernet WAN nopT, nonb3oBaTenio Hy)XXKHO caenatb HebonbLume
M3MEHeHMUs, @ UMEeHHO, caenaTh TaroBbi NOPT ¢ HOBbIM VLAN Takum ob6pasom, 4ToObI
YCTPOMCTBO MOIJI0 ONepupoBaThb NOPTaMM, JIOFMYECKHU pa3aesieHHbIMU Ha VLAN-bI. ipyrumu
CNoBaMM NoJsb30BaTesib AO0JKEH U3oampoBaTtb nobon us LAN noptos B HoBoM VLAN-e,
410ObI TOT cTan WAN noptoMm. ===== HacTtpouka VLAN MeTkn ===== KapTUHKa HuUXxe
nokKasbiBaeT yMaJslYuBaeMblie HAaCTPOMKMN BCTPOEHHOro KomMmyTatopa. lMonb3oBaTenb MoOXeT

HauTHU ux B MeHIo ‘System-Ethernet Switch Management’.
, e ————— e T—

— o X
BAE=ES "Buseg, 7 X | B Googled@® X B - YahooSEH 8 X [ Control Center-5.1] Ethernet X [ Index of /share/strix x| +
< C'  © FF=F | 192.168.1.1/app/cp/index.php?q=core.ethsw.config Q % ez @
System Network Routes Services Utilities Diagnostic
StrixsysTems . .y e -
\ Networks Without Wires @ @ & e’_) @ ]) Lﬂ_l E (’} @.:?; :K
Please, configure switch here. You can specify VLAN ID for each port. Put '0' in input field to remove port from settings

Atentionl Please, be vel

Please refer to your support)
hanged

Ports. VLAN ID for port
Port 0
Port 1
Switch setup : Port 2
Port 3 K
Port4 |
Port 5 o]
@®

| —

T4 06:35
=}

2019/4/30

Y106 co3paTb HOBbIM Ethernet WAN uHTepdeinc, nonb3oBatenb BHOCUT U3MEHEHMS,
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KoTopblie noKa3saHbl HUXXe. Homep “3” B none VLAN ID ansa Port 1 ( dusnmuyecku 3To BTOPOM
nopT Ha MapLupyTu3aTope csieBa Hanpaso). BHuMaHue! * VLAN 30eck 03Ha4aloT Tak
Ha3biBaeMble VLAN Ha ocHoBe nopToB. Y106 onepupoBaTb VLAN 802.11q, nonb30oBaTeNb AO/KEH
co3daTb UHTepdencsl cnegyroLlero yposHs, Hanpumep, eth0.3.20 anda dotll.q VLAN20.

£ 3

(Wl w .m0 = ESYA YT . o

l BEE=EE "HEEEE. 7 X | B Google ZE X BU# - YahooZSEE#i B X [ Control Center-5.1] Ethernet X [ Index of /share/strix x | + N C 2 '’
< C A F=% | 192.168.1.1/app/cp/indexphp?q=core.ethsw.config aQ E=iE G

N System Network Routes Services Utilities Diagnostic
NS¢ StrixsysTEMS 5 i @ . .
evnewoavres B @ & HP N F D@2 X

LAN ID for each port. Put '0' in input field to remove port from settings

ase, configure switch here. You can specify V

Ports VLAN ID for port
Port 0
Port 1
Switch setup : Port2 D
Port3
Port 4
Port5 El
@

7 ) B T4 06:36 51

= 01974730

Ona satoro Hapo oTKpbITh ‘Network-Interfaces’, npoMoTaTh 0,0 KOHUA CNUCKA, HAWUTKU none
ONA HOBOro uHTepdenca, Kak NnoKasaHo Ha cnepyowen KapTuHke. Beectu ‘eth0.3’ B none
MMeHMu co3aaBaeMoro uHtepdgenca n Haxartb ‘New’. OTKpoeTcs CTpaHULLA CO CBOUCTBaAMMU

ethX.Y f br pppX

Input name of interface to add ethD. 3 | I New |

nHtepdgenca eth0.3.
OtmeTbTe onuuio ‘Enable’ B BepxHeM npaBom yray. Tak Xxe ybegutech Ha BKnagke
‘Additional’, yTo uHTepdgeic eth0.3 podasneH B 30Hy ‘WAN’.
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[N . I L AP . : a
- - - o X
I FaE=Es TIgEEE, 7 X | B Googled@l® X 8 - Yahoo SERT X [ Control Center-5.1] Configur X [ Index of /share/strix x| + a
<« C  ® F#&E | 192.168.1.1/app/cp/index php?q=core.ifaces.cfg&ifname=eth0.3 Q s H
System Network Routes Services Utilities Diagnostic
StrixsysTeMs : 3 P |
o \ Networks Without Wires' @ @ ¢ EIE ) @ \7) BJ E (’j 8.E K B
Enable interface : &

IP settings || Slave VLAN interfaces | | Routes through interface || Ad

Interface is a member of zone:

Interface is a member of bridge:

i

stanislav

Tick to restart service(s) after saving
Save changes and then click this link to configure QoS for this interface

* Filling of highligted fields is mandatory!

Stanislav Korsakov
Enable this interf:

interface to zone

fg&lifname =eth0.3%

MNepeunute Ha BKNanky ‘IP Setting’, 3apaute IP agpec n Macky ceTu.

[N . R | v £ \blannd
- (m] X
l ERZESES rHusms, 2 X | B Google @Z X B8 - YahooSEF & X [ Control Center-5.1] Configur X [ Index of /share/strix x | + 3
< C O FZ%% | 192.168.1.1/app/cp/index php?q=core.ifaces.cfg&ifname=eth0.3 Q H
System Network Routes Services Utilities Diagnostic
StrixsysTems . A . P (
B . Networks Without Wires @@ 2 Tstanislay \;:) @ E()j @.g & b
Enable interface : v

IP settings || Slave VLAN interfaces | | Routes through interface || Additional

Use DHCP to auto configure this interface?: 4
IPv4 Address:

IPv4 Netmask:

IPv4 Broadcast:

Configure IPv8 parameters on this interface?:

1Pv6 Address:

Do not replace existing default route 2:
Do not use peer DNS ?:

MAC: [ |
mTU: [o |
Do proxying of ARP requests?:

Append interface to mesh network?

Tick to restart service(s) after saving

Save changes and then click this link to configure QoS for this interface

* Filling of highligted fields is mandatory!

yHKTe ‘Network-Zones’ nosnb3oBatenb yBUAUT

===== HaCTPOMKMU 30H =====B
cnepyiouwee (MuMeHa uHTepdhencoB MOryT ObITb APYrumMu).
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G an £ \bloect

— o X
= i 2, 7 X | Bk GoogleZi2 X EU% - Yahoo=E2#7 68 X [Control Center-5.1] Zones X [ Index of /share/strix x| + a
<« C  © FZ= | 192.168.1.1/app/cp/index php?q=core.zones.view_zones aQ * EER G H
System Network Routes Services Utilities Diagnostic
¢ Strixs )
SYSTEMS 4 3 4 ' | |
S Networks Without Wires: @ @ & ﬁ\‘/_) w }.) Lg_l E \’} @.-{: &
Specty name of zone to add ]
Drag and drop interface to appropriate zone box to assign
Unaszlgned \glaﬁa es Wan * Lan x Dmz *
“Ir”’l‘:)y oth0.3 br0
=d eth0.2
bond0
wwan0
eth0

Tick to restart service(s) after saving

Configure firewall

.;) 9 = s 0 E @ m a ™ & T4 06:40 51

2019/4/30

B naHHOM npuMepe nNosib3oBaTesNIo caeayeT NPoBepPUTb BHOBbL co3paHHbIN eth0.3, BxoauTt
nu oH B 30HYy WAN. Ecnu HeT, TO nonb3oBaTenb AosxeH nepetawutsb eth0.3 B WAN, a
3aTeM HaXaTb ‘Save’. ===== banaHcupoBKa Harpy3ku ===== B cny4yae asyx WAN nopTtoB
HeobxopauMo HacTpauBaTb o6wmin DNS, pnsa sToro Ha Kaxxpaom u3 WAN uHTepcheincoB Hy>XKHO
oTMeTuTb onuuio ‘Do not use peer DNS’. Kak yxe o06bsacHaAnocb, cucteMHubin DNS geMoH
MoOXXeT pabotaTb TONbKO ¢ 04HMM HabopoM HacTpoek DNS, nosTomy HacTpouku DNS
BOJKHBI ObITb ONpeaeneHbl rNodanbLHO HAa MapLUPYTU3aTOPE M BbIKJIIOYEHbl HA KaXKA0M U3
WAN untepdencos. KaptuHka ana nepsoro WAN eth0.2:

(Wl w .m0 =

I BEE=E 2,7 x | B Google#@i= x B - YahooSEH B x [ Control Center-5.1] Configur X [ Index of /share/strix x | + - o % 3
< C  © F%% | 192.168.1.1/app/cp/indexphp?q=core.ifaces.cfg&ifname=eth0.2 Q ¥ EEE G H
System Network Routes Services Utilities Diagnostic
QA -
% Strixsystems ) ; & P -
(T MO HONIDN@ER
Enable interface : v

IP settings || Slave VLAN interfaces | | Routes through interface || Additional

Use DHCP to auto configure this interface?: 4
IPv4 Address:

IPv4 Netmask:

IPv4 Broadcast:

Configure IPv8 parameters on this interface?:

1Pv6 Address:

Do not replace existing default route ?: v
Do not use peer DNS 2: @

MAC: [ |

MTU: \ 0 ‘

Do proxying of ARP requests?:
Append interface to mesh network?

Tick to restart service(s) after saving
Save changes and then click this link to configure QoS for this interface

* Filling of highligted fields is mandatory!

YIEEEKX Y F0 L

2019/4/30

KapTtuHka gna sTtoporo WAN eth0.3:
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Lite CEHEF o At crefigeare e inseefane T -

e L]

===== HacTpouka obwero DNS ===== BbiOepute nyHKT MeHI0 ‘Services-»Domain name
resolution’ u panee Bknapky ‘DNS resolver settings’. Beegute agpec poctynHoro DNS
cepsepa.

J DNS Resolver settings || Static DNS settings || DMS forwarder || Dynamic DNS service settings

35}

Our domain: * | localdomain
IP-Address of nameserver (clear up input box to remove row from settings) * | 853838
"-—_—-"'-.-—_

Save

BanaHcupoBKa Harpy3ku B TepmuHax NETSHe Ha3biBaeTcsa ‘Multipath Routing’. Hangurte
ONHOMMEHHbIN NYHKT MeHI0 B MeHI0 ‘Routes’ u npopenaute cneayiowee: - Bkaovure
‘Multipath Routing’, ansa saToro BoiIbepuTe ogHOMMeHHYI0 onuuio u ‘Load balance’ noa HeR. -
CneBa Ha cTpaHuue BbibepuTte eth0.2 n eth0.3 pna BkaoyeHna 6anaHCUPOBKMU MeXAy
HMMMU. - YManuuBaemoe 3HavyeHue 0 o3HavaeT OanaHcmpoBKy 50/50. 3Ty BeAMYUHY MOXKHO
M3MEHUTb N0 YCMOTPEHMUIO Nosib3oBaTens. - CoxpaHUTe MU3MEHEeHUs.
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4 N Mieencats bl
_ _ . . . X o X
= 3 2, 7 X | Bk Google @2 x B - YahooZ % B X [ Control Center-5.1] Multipai X [ Index of /share/strix x|+ b
< C  © FZ= | 192.168.1.1/app/cp/index.php?q=cp.mproute.config Q & EER G
System Network Routes Services Utilities Diagnostic
N/ Strixs
FIXSYSTEMS @ @ 5 iR = u E P @ ) R
\ (& ) A > f 1.
\ Networks Without Wires' & D w 7 ) E (&5
Enable and setup multipath routing
Tick to enable Multipath routing on a device v
Tick to enable load balancing. Requires enabled firewall: v
Please, describe networks connected through this link. Input upstream gateway address and networks to be reachable through interface. Use *+-button to add a new network. Clear up input boxes to remove network from set
IP-Address of upstream gateway
eth0.3: v Usage percents [o ] Address / Netmask
®
Please, describe networks connected through this link. Input upstream gateway address and networks to be reachable through interface. Use "+-button to add a new network. Clear up input boxes to remove network from set
IP-Address of upstream gateway
eth0.2: v Usage percents : [o ] Address I Netmask
®
Tick to restart service(s) after saving
* Filling of highligted fields is mandatory!

=1 .;) 9 = s 0 E @ m a ™ & T4 0643

2019/4/30 8

====== Otkasoyctonumsoctb npu asyx WAN (OCHOBHOM - pe3epBHbI) ======
MpennonoxuM, y nonb3oBatens umeercs: - PPPoE WAN coeauHeHne Ha MeCTHOro
npoBaupepa UHTepHeT, KoTopoe nosiyvyaet yacTtHbiv IP Ha PPPOE uHtepdenc. - Cum-kapTa ¢
NHTepHeT noakniouyeHneMm B Kayectse pesepBHoro WAN. KoHdurypauusa ¢ OCHOBHbLIM U
pe3epBHbIM NOAKJIO4YEHNEM MOXET ObITb HACTPOEHa M NPOBepeHa CAeAyIoWMMM LIaramMm:
===== HacTtpouku PPPoE uHtepcdenca =====

Y PPPoE WAN uHnTepdenca otkpoute Bknapgky ‘Base Settings’, nposepbte onuuio ‘Do not
use Peer DNS’ u, ecnm 4To-TO USMEHUIN, HAXKMUTE KHONKY ‘Save’.

&« & @ Notsecure | 10.117.150.65:5556/app/cp/index.php?q=core j&ifname=

1ame=pppoe e« ¥ © B e

System Network Routes Services Utilities Diagnostic
& AR od & ﬂ E:’- | | z;i
- = Y
PO YNNI DONGE

[ Configure interface pppoe ]

Enable interface :

Base settings | Additional || Helpful information || Routes through interface
Type of connection: * PPPoE v

Username:

‘ sushim ‘
Password: ‘ ------ ‘
Device or interface used to establish connection: ‘ eth0 2 ‘
PPTPIL2TP Server/PPPOE Service Name: [ oisternb |
Use interface as backup?:
Do not replace existing default route ?:
Do not use peer DNS 7: v
Enable IP v6 over PPP link ?:
Use synchronous PPP?:
Disable buffering for PPP link?:
Switch device in IP passthrough mode?:
MTU: [0 |

Static IP address for interface. Usually ISP assigns address in automatic manner. Leave blank if you are unsure: ‘ ‘

Tick to restart service(s) after saving :
. r pos i 1717
H O Type here to search i - o ~ 7 B o ENG ]

11-12-2018

————— HacTtponka WWANO (cum-kKapTbl) ===== OTKpOUTe nNapameTpbl MHTepdenca
‘wwan0’ Ha BknapgKe ‘Base Settings’,

Bbigenute onuum ‘Use this interface as Backup’ n ‘Do not use peer DNS’, coxpaHuTe
HaCTPOMUKM.
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&« & @ Notsecure | 10.117.150.65:5556,

- % O HE ©

System Network Routes Services Utilities Diagnostic
SHORIDRSER
DO & @ 7 B t -

[ Configure interface wwanO ]

Enable interface :

Base settings | Additional | Helpful information || Routes through interface

Type of connection: * aMi

Username: ‘ sushim

Password: ‘

Access point (APN):

PIN code:

Authentication type:

Use any possible cellular network or specified only:

Disable roaming:

Use interface as backup?: e
Do not replace existing default route ?:
Do not use peer DNS ?: i
Enable IP v6 over PPP link ?:
Switch device in IP passthrough mode?:

MTU: [o |

Static IP address for interface. Usually ISP assigns address in automatic manner. Leave blank if you are unsure: ‘ |

nch : _— 1718
H O Type here to search =1 r = $ @31 ENG [

11-12-2018

————— HacTtpouka obuwero DNS gns asyx WAN ===== OTKpo#hTe MeHI0 ‘Services-»Domain
name resolution’ Ha Bknapke ‘DNS resolving settings’ nam ¢ MKOHKK Ha naHenu

MHCTPYMEHTOB, KaK 3TO NOKa3aHO Ha KapTUHKe HUXe. 3apanTte aapec DNS cepsepa,
COXpPaHUTE HaCTPOMKHM.

ot secure L .150.65:5556/app/cp/index.php?g=cp.dns.config
& & ® N 10.117.150.65:5556 ind ? i i

System MNetwork Routes sServices Utilities Diagnostic
X2oWOFLHYNIDYBEREX
~—J

Set up nameservers, static (local) hostfaddress resolution, DNS forwarder and dynamic DNS client (if needed)

DNS Resolver settings D Static DNS settings || DNS forwarder || Dynamic DNS service settings

Please, specify one or more nameservers to be used by the system

Qur domain: * | localdomain

IP-Address of nameserver (clear up input box to remove row from settings) * <.|.,Q.‘B.B.8\\

* Filling of highligted mandatory!

MpoBepbTe, 06a nn WAN coeauHeHUA NOAHATbI, KAK NOKa3aHO Ha KapTUHKe:
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< C @ Notsecure | 10.117.150.65:5556/app/cp/inde % © B o
System Network Routes Diagnostic -
PO HYNIDD@ER
‘”;‘f [etho2] 3 [ popoe ] M

|Pv6: f280::26b6:Tdff-fo1c:f4e/64
MAC: 24.b6:fd-1c:i9:4e
Received bytes: 2502901
Received packets: 14100
Errors on receive: 0

Drops on receive: 0
Transmitted bytes: 1908779
Transmitted packets: 7626
Errors on transmit: 0

Drops on transmit: 0

Drops: 0

Input speed (khis): 58
Qutput speed (kbis): 31

=
[ wwan0 ][ @ Scan wireless network ]

Address: 100.77.199.184
Netmask: 255.255 255 255
|Pv6: feB0::alci-12fffe2d-fB68/64
MAC: a2:c1:12:2d:18:68
Received bytes: 106905
Received packets: 426
Errors on receive: 0

Drops on receive: 0
Transmitted bytes: 270244
Transmitted packets: 635
Errors on transmit: 0
Drops on transmit: 0

Drops: 0

Input speed (kbis): 0

8.00 Address: 172.172.18.29 55.00
Netmask: 255.255.255.255
Received bytes: 2240776
Received packets: 11138
Errors on receive: 0
Drops on receive: 0
Transmitted bytes: 1742618
Transmitted packets: 7594
Errors on transmit: 0
Drops en transmit: O
Drops: 0
Input speed (kbis): 55
Qutput speed (kb/s): 32

0,00 Device information: MeiG SLM750-T

(SLM750-T_2.0.4_EQ102)
IMEI: 8697 15039423895

IMSI: 404909304206252
Cellular operator code: IND
Type of network: 4G / E-UTRAN
Location code / Cell ID: ec/1bf3
SIM state: Registered

Band. 3

Current channel: 1450

RSSI: -78dBm / 44%
SINR/ECIO: -1.0dBm

RSRP: -110dBm

Connectad

Qutput speed (kb/s): 0

= 5 .. . ~ a8, O
Korpa oba nntepgennca WAN umeloT HasHauyeHHble IP agpeca, npoBepbTe coeAuHEHue C
NHTepHeT cepdMHIoM uUam oTKpouTe nouTy. OTKNI0YUTE OCHOBHOE COeiMHeHue,
noanoXaute, NOKa coegMHeHne nepecTpouTcs Ha pesepBHbin WAN. BpeMs nepekniovyeHus
3aBMCHUT OT TMMa NOpPTa M UCNONb3yeMOoro Tuna coeamHeHus (06bIYHO OKOJIO0 NonyTopa
MUHYT). BHuMaHume! * Ecnv nHTepgencsl He HaCTPOEHbI KaKk OCHOBHOW 1 pe3epBHbIN, 1 06a
paboTaloT, TO B C/ly4ae NafeHns 0gHOro 13 HUX, BTOPOW NpoaosikaeT paboTaTb, HO C BonbLuon
3a4epXKou B 4-5 CeKyH[ B 3aBUCUMOCTMN OT CKOPOCTU COEAUHEHUS.

* ====== URL punbTpaumns ====== MexaHusm URL punbTpauum B yctponcteax ¢ OC
NETSHe paboTaeT cornacHo cnepyiowum npuHuunam: - Ha crpanuue URL punbTpauum
nonb3oBaTesib YBUAUT ABe ceKuun. BepxHsas cekuus npepgHasHavyeHa ana HTTPS tpacduka
(Blacklist), HuxHsaa cekuusa - pna HTTP (Blacklist unun Whitelist). - HTTPS Ttpacduk moxer
TONIbKO 6J1I0KMPOBaTLCA NO «4epHOMY>» cnUcKy. Mockonbky HTTPS nepepaet wndpoBaHHbIe
AaHHble, OH He MOXXeT ObITb AOCMOTpPEH HanpaMylo. 3TO TpebyeT BbICOKONPOU3BOAUTEJIbHOE
obopypoBaHue ANA BbINOJIHEHUA paclin(pPOBKU, U TONILKO NOCJE 3TOro NakeTbl MOryT
6nokupoBaTbcs. OaHaKO MapLipyTU3aTop MoXxeTt 6nokuposaTh (blacklist) Tpacdmk no URL.
Y10 Obl NONb30BaTENIb HU YKa3as B JaHHOM CeKLuu, 3To OyaeTt 6/10KkupoBaThCs, a OCTaNILHON
Tpaduk nponyckaTtbcs. - HTTP Tpacduk nponyckaetcs no «6esnomy» CNUCKY, €C/in He
BbiOpaHa onuusa 'URL filtering policy’ u 3anonHen cnucok URL. Bce ynomsaHyTOoe B 3TOM
cnucke OyaeT nponyckaTbcs, a ocTanbHoM Tpaduk Oyaer 65nokupoBatbces. - HTTP Tpaduk
OyneTt mnbTpOoBaTHCA NO «4epHOMY>» cnucKy, ecnu onuusa 'URL filtering policy’ BbiOpaHa u
cnucok URL onpepneneH. Bce, 4To TaM yKa3saHo, bypet 3abnokupoBaHo. Bce nonckosbie
CUCTEMbl U NPOKCU HEe MOryT ObiTb 3a0/10KMPOBaHbI NOJIHOCTbIO, KAKME-TO U3 HUX DyayT
3ab510kMpOBaHbl, @ Kakue-To ycnewHo npoxoauThb. Mo Ton xe caMo Nnpu4mnHe. 3TOT TUN
CaMTOB HY)KHO TLLATeJIbHO MHCNEeKTUPOBaTh, NPUMeHAA 0a3bl AaHHbIX CUTHATYP, a AAA 3TOro
TpebyeTcsa npousBoauTenbHo obopypoBaHme. Hactponka URL punbTpauumn BKAOYaeT B
cebs HeckonbKo wWaroB: - Hy>xxHo BkA4YUTbL HTTP Proxy, - Hy)kHO BKAIOYMTb puAbTpaumio
URL, - 3apaTtb URL cnucku. Bknwouuts HTTP Proxy B npouecce punbTpaumm MCnonb3yloTcs
(PYHKLLUM BCTPOEHHOIr0 B MapLUpyTU3aToOp cepBuca npokcu. Nonb3oBaTtensaM He HY>XHO
yKa3blBaTb HACTPOWKMU ITOro NPOKCU HA CBOMX YCTPOMCTBAX.
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[ Control Center-3.1 ] b 4 % [ Control Center-5.1 ] Proxies an: X -+

&« C @ MNotsecure | 10.117.150.65:5556/app/cp/index.php?q=cp.proxy.config

System Metwork Routes Utilities Diagnostic

BmVOTEk &) &) @ @ 45 () @@, TIme settings and synchronization 1! E\k%

Tec nology o) D) L Sy o Access concentrator k 5_,_,_,.-
Domain name resolution r

DHCP settings

Pinger

UPnP settings || HTTPHTTPS proxy | I

) i Multicast Routing Proxy
Set up external interface, served interfaces, port and nuUMbeHewewemes

Set up HTTPMHTTPS proxy and UPnP support

Tick to enable HTTP/HTTPS proxy :
Bknwouute onuumio ‘Enable service’ ceepxy u Bbibepute nogxopsawmum WAN nHtepdenc (ana

COTOBbIX NOAKAIOYEeHUH MMA uHTepcdenca ‘wwan0’), BoibepuTte ‘br0’ pnsa npocnyLMBaHUA U
Ha)XXMuTe ‘Save’.

[ Control Center-5.1] x B [ Control Center-5.1] Proxies anc X +

&« C @ Notsecure | 10.117.150.65:5556/app/cp/index.php?q=cp.proxy.config w 6

System Network Routes Services Utilities Dlagnost\c
BravoTek 5 5 ®m @ & LHPNnIDNSR

Tick to enable HTTP/HTTPS proxy :

External interface (for outgoing connections)

| 5 :
o
=

:
]
[ ]

< @3

Interfaces to listen on bri:
lo:1:

Proxy port: 3128
Maximum number of clients simultaneously (put 0 for unlimited):
Maximum number of running servers:

Minimum number of running servers. The system will launch new server if number of running is less than this value:

o |[ra]f o
S|le
=

Tick to use system proxy as upstream proxy:
Tick to set proxy policy to block. (Empty field means "Enable’, ticked - 'Disable’):

You can specify regular expressions to blocklenable access to some URLs. Only URLs matched to regexp are available for users
when 'Proxy policy is ticked, otherwise URLs matched to regexp are unavailable for users. Please, put in expressions using
space as delimiter:

Remove retracker.local from transit torrent files? :

URL of Bittorent retracker that will be added in transit torrent files:

Tick to restart service(s) after saving

* Filling of highligted fields is mandatory!
12:29
KL R

===== napameprl URL qmanpos ===== BbibOepuTe NnyHKT ‘Services’ U B HeM CTPOKY
‘URL and domain filtering’.
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Control Center-5.1 ] System infc X +

< C (@ Notsecure | 192.168.168.1:5556/app/cp/index.php

System Network Routes S Utilities Diagnostic
Bravo'rek £ J y ¥ - % Time seitings and synchronization |
Tec nologey @ @ ‘-_‘f}” x.L__j 3 )@ ?ﬂ Access concentrator Y

Domain name resolution F—

System information (Brief) DHCP settings

Cinner

Model : ap147-2 1.0

Serial number : 3831834136

Software version [/ Build : 5.1/ 2019-04-04 14:15:59+00:00

System Time / Uptime - 2018-04-06 13:22:12 / 6 minutes 21 seconds
Configuration template - Default configuration template

0S8 kemel : Linux-4.14.61

RAM size ! SWAP size (Mb) - 122 ME / 0 MB

CPLI information - MediaTek MT?E?HAH ver1 eco 2 (IMIPS 24KFe WA /)

d

Multicast Routing Proxy

0 - z:uj L 0 !

===== HTTPS «4yepHbI#» nnu «0enbln» CNUCKU =====
You can configure blocking for HTTP sites by matching in URLs and DNS resolution for specified domains. DNS blocking prevent accessing HTTPS sites by domain names
HTTPS Sites to Block
Enable filtering : I

in.yahoo.com mail.gmail.com google.co.in

Block DNS resolution for next domains (space separated list). It prevents any connection (e.o this names :

Tick to set URL filtering policy to block. (Empty field means "Allow all except matched', ticked - "Allow only matched'): =

pmtv.in ndtv.com bing.com
Space delimitered list of words to block (or enable if policy is 'block’) HTTP requests which has matched words in URL:

List of Sites to Allow

* Filling of highligted fields is mandatory!
Pe3ynbTaT noka3saH HMXKe: CauTbl NO «DenomMy» CNUCKY OTKPbIBAIOTCA, a OCTajibHble
6nokupyloTtcs.

o = x
[4 Privacy error x = [4 403 Filtered x =+ o NDTV: Latest News, In X =+ I

4 C 0 ©ne se:ure @ A <« C @ Not se-:ure r 4 € c & https
» Get Breaking News Alerts From NDTV.
Filtered ; _ B
We'll send you latest news updates through the day. You
can manage them any time from your browser settings.

The request vou made has been filtered

e
@

Your connection is not private - 1 No Tharks ALLow
Attackers might be trying to steal your information from in.yahoo.com (for Generated by timproxy version 1.8.2.
example. passwy ords, messages. or credit cards), Learn more -

[ mailgmail.com x + - o X [ 403 Filtered x  +

< 7 T wrNor secu W
q CcC I 0 A @ < C @ Not se:ur * 4
L = .
Filtered

This site can't be reached N Ao dins b s Sliacad

[} 403 Filtered x -

mail.gmail.com refused to connect.

Ty & & @ Notsecure 3 e 2 oy o
x [

» Checking the connection

» Checking the proxy and the firewall - F lltered Images Videos Maps News
hi h he fi < < 5
q CcC 0 [l google.co.in D A ® =

Ty: <[ [ 403 Filtered

+ Checking the connection

&« C @ Notsecure

= Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Filtered

====== QoS u Bandwidth nonutuku ====== Cnepyowuin npumep AeMOHCTpUpyeT
orpaHu4YeHue Nonochbl NPONyCcKaHusa Ana nonb3oBateneu. B Hem Oypert orpaHuyeHa noacetb
LAN unu otpenbHble apgpeca LAN B ucnonososaHiuu MHTepHet. ===== Co3paHue NOJINTUKHU
QoS ===== Bbibepute nyHKT MeHi0 ‘Network-Bandwidth Management and Traffic
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Prioritization’.

[ Control Center-5.1 ] System infc X +
< C (@ Notsecure | 10.117.150.65:5556/app/cp/index.php?g=
System Routes Services
BravoTek @ ‘fm"
Technology WLANS
— F0nes
System information (Brief) Bridges
VRF
Model : ap147-2 1.0 irew
Serial number : 3831834136 Firewall
Software version / Build : 5.1/ 26-02-2019

System Time / Uptime - 2018-03-12 02:34:2

Configuration template | Default confi
3 kermel : Linux-4.14.61
RAM size / SWAP size (Mb)

Mumber of CPUs - 1
CPU bogomips : 385

122 MB LD M
CPU information : MediaTek MT7528AN ve

IPvE Firewall

[alalal

Utilities

BN

1]

Bonding

(00roD)

3atemM BbiOepuTte BKNagky ¢ uHtepgencom ‘bro‘, coorsercreyowyio LAN nopcertum, m
caenanTe cnepylowme AencTeuN: - BkKauute QoS, - (B ,aHHOM cnyvyae) HacTpouTe

3HavyeHus upload/download paBHbiMu 1200 Kbps, -

Ha3HauybTe destination subnet appec u

Macky, cooTBeTcTBylowue ansa ‘br0’, B npasune QoS, - 3apante CIR KaKk MakcMManbHO
paspelwleHHbin ana uHTepdenca. BHumanue! * Mpasuna QoS npuMeHUMbI TONbKO A5
ncxogswero Tpaduka. NMpasmna QoS TpeTbero ypoBHs (L3) onepupytoT IP-agpecaMu NCTOYHMKA 1
Ha3HaveHus. Mpasnna QoS BToporo ypoBHs (L2) onepupytoT HoMepamu IP NpOTOKO/10B, HOMepaMu

VLAN 1 MAC agpecamu.

*

Mepenpute Ha BKnapky ‘brl’ (B naHHOM npuMepe 3To BTOpas noacetb LAN). NMoeBTopure
pencteua Kak gna ‘br0’ un BoictaebTe CIR paBHbiM 800 Kbps. YcTtaHoBuTe IP agpec
nHTepdenca ‘brl’ Kak appec HasHaA4YEeHUA.
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[ Control Center-5.1 ] Bandwidth X +

&« C @ Notsecure | 10.117.150.65:555

System Network Routes Services Utiliies Diagnaostic

Bravolek m@ » oI D@2 A

ou can set up bandwidth management and traffic prioritization

=thD.3 | | wiant || be0 || wiana || ethd.1 || dummya | |pppod || brt || wwano || etho| | eto.2 || teqin || bonda || 101

7]

st up bandwidth, outgoing traffic shaping and B

for interface (br1

Tick to enable quality of service

Calculate packet overhead
Uplink speed {in kbisec)

Downlink speed (in kbisec).

Setup prioritization level,

and destination ip es and nefr choose profocol or

rom rufesel 11 -
10

pattem and ports. Use (+)-button to

Source port (may Ty Destination ports| Rate of Ma:""‘?‘
) @ foET specify more than ) e — {may specify | outgoing EEC
Priority Ethertype VLANID  FCP Source MAC address  Source IP-address | Netmask o => Destination MAC-address{Destination IP-address | Netmask [ Protog0l O SeqUence o100 more than one |traffic {CIR| | 25898
g ez defimited with T port delimited | in kilobits ".ETT[L’S‘E
— comma) with comma) | per secon: p':r s‘e"w'nd
2 I fr=i | T e e [0
\ J -
12 —/ ®
| S—
o 't » 9
3aTteM nepenpgute Ha Bknaaky ‘PPPoE’ (WAN). Bknioyute QoS Ha untepcdeunce PPPoE u
v 9
co3pauTe ABa notokKa ansa AByx LAN ceTen Kak noKa3aHO Ha KapTUMHKe HUXe:
u can sel up bandwidth management and traffic priorifization
0.3 | [wiand [ br0 | [ wiznd | [etn0.1] [ dummyo lnppoel br1 | [ wwan0 | [ etno | [ etho:2 | [ teqi | [ bondo [[1o:1
Set up bandwidih, outgaing traffic shaping and p ion for interface (pppoe
Tick to enable quality of service 14
Caleulate packet overhead :
Uplink speed (in kbisec): 2000 15
Downlink speed (in kbisec): 2000
Set up prioritization level, source and destination ip-addresses and netmasks, choose protocol or [7 pattern and ports. Use (+)-button to add new rule. Blank fields to remove rule from ruleset.
Source port (may Destination ports  Rate of "::i‘;":‘
- SAP DscP . BEECHE IR y . . L7 protocol or sequence (may specify  outgoing o, \00iing
Priority Ethertype VLANID  PCP Source MAC address  Source IP-address  / Netmask n => Destination MAC-address Destination IP-address / Netmask Protocol  more than one  trafiic (CIR)
ez s delimited with I port ddinfted  in kilobits e (IMR
16 comma) with Brfma) _per sacond " Ho0s,
| IRTRTERERE) [z ][] = | Ji[z2_v][- vy 7] |[rz00 1200
T )| - I =l o=
et
18 @

Tick to restart service(s) after saving

* Filling of highligted fields is mandatory!

===== [IpaBuNa ceTeBoOro s3KpaHa ana usonmposaHus Tpacdpuka ayx LAN ===== CeTeBOM
3KpaH Hy>)XeH, 4ToObl usonupoBaTh Tpacuk ogHou LAN nopceTtu ot gpyron. HactpouTte ux B
nyHkTe ‘Network-Firewall’ Ha Bknapke LAN.

Basesemngsl Lan IWan Dmz || lan2
| SE—

1

Default policy :

Incoming traffic Tick to log macihed packets Outgoing traffic: -ka 1o log macihed packets Forwarding traffic:

-ka to log macthed pa

What is to be done with forwarding to other zones traffic :

e AL (Enahli\Ectﬁi‘so\ii;ﬂhgrsli;ﬁr;;ac::;gza;:reftzsrmance)
Wan 4 w

Dmz

lan2

Advanced ruleset for zone.
Clear up fields SOURCE, DESTINATION and PORT to remove rule from ruleset.
Use "+-button to add a new rule. :

Selecta
Select a match to match to S . .
( application or content || the type of || Protocol ) Source MAC Sourcer:gest:vurkor / Netmask == Desunztrl?.ll;;elwork / Netmask Des:g;a‘uun = I;?;f:(: # Description for rule
(L7) peer-to- 2
peer traffic

(- [ - TR m.m.wso.m /[ 29 v|=>[192.168.168.0 TR = Drop v ]:
i[- il - Jufany ] |[52-155.165.0 I 24 w[==[10.117.15084 IEE - D@e\
3

Rules to redirect incoming traffic to do port-forwarding
Clear up input boxes to remove row from ruleset. Use "+-button to add a new row. :

protneel External IP-address (may be ] External port or portrange delimeted by - = Il e Internal port or portrange delimeted by " # Description for rule .
(port1-port2) (port1-port2) mac

Meperpy3ute MapwpyTusatop Yyepes nyHKT ‘Utilities»Reboot system’. NMocne nepesarpysku
npoBepbTe CKOPOCTb CKaYuBaHUA/3arpyskm ansa obeunx LAN ceten.
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[ Control Center-5.1 | System inf. % | =

& (D Mot secure | 10.117.150.65

Metwork Routes Semvices iagnostic

o ) . ~m o~ PiNg NOS
Technology s : . . [& _':;I-Ir:ll.ﬁ.-
BravoTek m @ L 31 Lslol’ _

= iand g
System information (Brief)

hta [ -=I|'l'i-'-' 2 1.0 Warm restar

Serial number : 3831334136 1 Yvam restaf

Software version | Build : 5.1/ 26-02-3018 Backup/Restare  H

System Time ! Uptime - 201%-03-12 030417 ! 2 hours 2 minudes £8 secomnds Upgrade rmware 0

Configuration templats - Defaull configuration template ki B . A .

IS kemel ; Linus-4 14,61 Packe! Caplure \ |{

RAM size / SWAP size (Mb) : 122 ME / 0 MB e ——u o

CPU mformation - MediaTek MTTG284AN ver:1 aco:2 (MIPS 24KEC V5.5

murmnber of CPLS - 1

CPU bogomips - 385

027.00 034.00

HacTtpoika HeckonbkKux 6ecnpoBoaHbIX UHTepdencoB (SSID) ====== BHuMaHue! *

MapLlpyTusatop nogaepxusaeT Ao 4x usnyveckmx pagmomonynen. ‘wlan0’ CooTBeTCTBYET NepBoMy
usnyeckomy paguo, ‘wlanl’ - sTopomy u T.4.

Kaxablh pagmomMoynb NogaepxmeaeT 40 4X MHTep(encoB. Y4nTbIBas YeTbipe pagnoMoayns,
HyMepaLumsa MHTepdencos 04HOro Moayns fo/MKHa bbiTk Yepes 4, T.e.
‘wlan0’,’'wlan4’,’'wlan8’,’'wlan12’ gns nepsoro mogyns, ‘wlanl’,’'wlan5’,’'wlan9’,’'wlan13’ gns BToporo u
T.O.

* dusnyeckoe pagmo uMeeT paa orpaHMYeHun: - OgHO yCTPOUCTBO He MoXeT ObiTb WDS
Toukou poctyna u WDS knmeHTOM. - Ha maplupyTtusatope He MoXxeT ObITb Oonee ogHoro
AD-Hoc. - Bce nitepcdeincbl ogHOro paguoMoayns A0JKHbI paboTaTh Ha OJHOK YacToTe
(kanane). Ecnu nonb3oBaTesib UMeeT pasHOPOAHbLIN U cnoXHbIW Wi-Fi npoekT, To KpanHe
PEeKOMEeHA0BaHO Y3HaTh NMOJIHbIA CMUCOK NOAOOHBLIX OrPaHUYEHUIA OT CJIY>KObl NoA A epPXXKU
000 «HeTtwe nab». ‘wlan0’ 6ecnposogHou LAN nntepcenc no ymonuyavuio. Emy
cooTBeTCTBYeT nepsbid SSID no ymonyaHuio. IoMHA npaBuna HyMepauuu, ceayiowun
HOBbIN UHTepdeic bypeTt ‘wlan4’. HoMepa KaHaNoB, UX LUMPUHA U T.A. BOJDKHbI ObITb
oAuHaKkoBbIMU ANns Bcex SSID oaHoro moaynsa. Ho MOXXHO TakuM uHTepdeincam 3apaBaThb
pa3sHble TUNbI WKU(POBaHUA U pa3Hblie naponu ans Kaxporo SSID. ===== Co3paHne HOBOro
6ecnpoBogHoro uitepcgenca ===== Ha AoMallHeh CTpaHMLEe HAaNZUTE NYHKT
‘Network-Interface’, npokpyTurte cTtpaHuuy BHu3. BBeaute umsa ‘wland’ u HaXxmMute psaom
KHOMKy ‘New’.
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& C A Notsecure | 10.117.150.65:5556/app/cp/index.php
System MNetwork Routes Services Utilities Diagnostic
& Q@ : v ﬁ.

POELHY D@

T T egnr
IPviE: fe80::213:4bff.fe70:1d9 60,00  Receiver
MAC: 00:13:4b:70:01:d9 Receiver
Feceived bytes: 16024732 Errors o
Feceived packets: 19421 Drops or
Errors on receive: 0 Transmil
Drops on receive: 8 Tranzmil
Transmitted bytes: 1855157 Errors o
Transmitted packets: 10240 Drops or
Errors on transmit: 0 Drops: 0
Drops on transmit; O Input spe
Drops: 0 Output =
Input speed (khis): 29
Cutput speed (khis): G0

4.00
(You can use names like ethX.Y for VLANs, names like br® for bridges, pppX for PPP
interfaces) 1
Input name of interface to add @ | -N e
3apaHue HOBOro SSID ===== OTKpoeTCcs auanor napameTpoB 6ecnpoBoAHOro

uHTepdenca. NMepenpute Ha BKnagky ‘Wireless’ u 3apaute pexum, SSID, Bbibepure
MOAYJIALMIO U KaHaN B COOTBETCTBYIOLLUX NOJIAX, KaK NOKa3aHO Ha KapTUHKe HUXe:
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— & (D Mot secure | 10.117.150065:5556,/app/cp/index.php?q=core.radio.cfg&ifname=wland

Syslem Network Routes Senvices Utilities Diagnostic
POFLYVNIDUBEX
Enable interface : i D
Jm! Wireless Security | | Wireless Mulimedia ((30S) Settings || Fast roaming, Inerworking and Hotspot 2.0 | Additional || IP settings

Assign this 5510 to

Interface is a member of bridge: - appropriate Bridge gruop

Maode: * | Accass Point / Mesh gateway ¥ |
ESSID: * [ |sub24 | |
Country Code:
New 551D name
Modulation:
Channel width: ¥

Current frequency:

Transmitter power in dBm:

These settings must be same as
they are under WLANO interface

MNepenpute Ha BKnapky ‘Wireless security’ u Ha3HauybTe TUN WM pPOBaAHUA U NAPOJIb,
Ha)XMUTEe Ha KHONKY ‘Save’, N0 OKOHYaHMUIO BCEX HAaCTPOeK nepesarpysumte MapLupyTusaTop.

o
| Wireless | Wireless SecuriﬂH Wireless Multimedia (QoS) Settings || Fast roaming, Interworking and Hotspot 2.0 || Additional || IP settings |

Hide ESSID 7: |
Isolate clients ?: |
Limit number of connections ('0" for unlimited): I:l
Encryption: WPAZ2 (Persanaﬁl v |
Disable TKIP: J

Username:
Password, Encryption key or network passphrase: 1234567550 _J

Allow connections to next MAC-addresses (comma separated list): |

Deny connections from next MAC-addresses (comma separated list): |

Certificate of Authority for Wireless network : Not installed | Choose file | Mo file chosen
Client Certificate : Not installed | Choose file | Mo file chosen
Private key : Not installed | Choose file | Mo file chosen

Save

Korpa mapwpyTusaTtop nepesarpysuTcs, nosb3oBaTesib CMOXET YBUAEeTb HOBbIM UHTepdenc
B CNUCKe MHTepchencoB Ha AOMaLLHEeN CTpaHULe.
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1) Scan wireless network ] 3? [ Stations dump ][ Survey dump ]

r
1 MAC: 02-bd:af-a2:d6:80 166.00 ESSID: Sub24
Received bytes: 1819420 Mode: AP
Received packets: 16195 Current frequency: 2412
Errors on receive: 0 Channel widih: 20MHz
Drops on receive: 0 Encryption: WPAZ (Personal)
Transmitted bytes: 37969837 Current TX/RX rates: 65.0 MBit/s : 6.0
Transmitted packets: 32429 MEits
Errors on fransmit: 0 Tranzmission retries: 6507
Drops on transmit: Errors on fransmit: 168
Drops: 0 RSSI: 114dBm / 0%
Input speed (khis): 1 Signal level in dBm: 114dBm

Cutput speed (khis): 2

====== Kak 00OHOBUTb BCTpoeHHoe N0 ====== Bbibepure Mel-;;; ‘Utilities’ n cTpoky
‘Upgrade firmware’.

€ | (0 192.168.1.1:3356/app/cp/index.phplg=

System Network Routes Services | Diagnostic
45 @ | ) E ewm ; Ping NOSt
@ @ & L(j) b " TTracerDute Y

Execute a command pe—rre
Reboot system

Halt system 5
Warm restart

80

i
- CPU usage

Ha
cnepyloweM auvanore LWeNKHUTE Ha KHomnkKe ‘Browse’ u B auanore oTKpbiTUa channa
BbiOepuTe *.bin pann c NokanbHOro KOMNbIOTEPa UK U3 NANKU B CETEBOM OKPY)KEHUM.
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Firmware file for writing

Choose firmware file for upgrading : * I
Inad and write

i(__—jl , < Firmware » BroadMobi » Search BroadMobi

Organize « Mew folder 4=
B videos A MName Date modified
|| OD-4.4-mifpe-trE9.bin 472172017 6:27 PM
na LTE-4.4-!p14?-|P-Fix- 3rd-20Apr17.bin 4/20/2017 8:43 PM
| LTE-4.4-ap147--1Pfix-1st-204pr17.bin 4/20/2017 5:46 PM
, Old 4/27/2017 2:35 PM

1M Computer
&, Local Disk (C:)

—a Mew Volume (D:)

ca Mew Volume (E)

File name: |LTE-4.4-ap147-IP-Fix-3rd-204pr17 w | | All Files (*.7)

Cancel

Kak Tonbko noaxopawuu cbann BbiOpaH, oH OyaeTt nokasaH B guanore. LLlenkHute Ha
kHonke ‘Upload and write’ pna 3anycka npouecca obHoBneHuUs.

Firmware: file for writing

Upload and write

* Filling of highligted fields is mandatory!

®aunn *.bin bypet 3arpy>xeH Ha pasw-KapTy MapwipyTusaTtopa. Cuctema nposeput MD5
X3 ¢panna M CPaBHUT CYLLLECTBYIOLLLYIO U HOBYIO Bepcuun/omnpabl. Ecnn Bepcua/6unp HoBoro
nporpaMmMHoro obecnevyeHus crtapiue Cyw,ecTBYIOLWMX, U NporpaMmMHoe obecneyeHune
COOTBETCTBYEeT MOAENMN YCTPOUCTBA, TO Npouecc oOHoBNeHua bypeT 3anyLieH, nocsne Hero
MapLIpyTU3aTop nepesanycTuTtca. - OOHOBNIeHMe u nepesarpyska 3amMyT OKOJIO 5 MUHYT.
He HY>)XHO BbIK/IlOYaTb NUTaHUE MapLUpyTU3aToOpa U He HY)XHO popcupoBaTb coeaUHEeHUe o0
MCTe4YeHMus 3Toro BpeMeHu. - Npouecc obHoBneHus BcTpoeHHoro MO He cTupaer
KoHcurypauuio yctpouctsa. NMocne nepesarpyskm nosib3oBatesib CMOXXET NPUCOEAUHUTHCA
K MapLUpPyTM3aTOpPY CO CTapbiMU YYETHbIMU OAHHbBIMU Ha NpeXHuM IP-apgpec. ======
CoxpaHeHue M BOCCTaHOBJIeHUe KOH(puUrypauumn ====== BbibepuTe nyHKT MeHI0
‘Utilities-»Backup/Restore-»Download current config’
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€ | (i) 192.168.1.1:5356/app/cp/index.php?q=cp.flash.config
System Network Routes Services | Diagnostic

e S ’ al - Ping host
@ @ ‘Lff;) C-E?) @ % @J 1Trau:{—:rrc:sute Y
Execute a command

Reboot system
Halt system

Backup Settings
Upgrade firmware  Restore from image

Factory default settings

LWenkHute ‘Yes’ pna 3arpysku KoHgurypauum yepes bpaysep.

Attention!

Index.php c¢ann byger 3arpy>xeH B nanky Ao 3arpysok, 3agaHHylo B Opaysepe. NMotom
noJsib3oBaTesib MOXXeT nepenMeHoBaTb hann KOHPUrypauum, oaB NOHATHOE UMSA C
yKa3aHueM aaThbl, 4T006 NOTOM MOXXHO OblN10 3TOT (han pacno3HaTb CPeAU MHOMUX TaKUX XKe
B npouecce 3Kkcnayatauuu. Mocne Toro, kak paun nony4yeH, MOXXHO HaXaTb ‘No’ gns
BO3BpaTa Ha AOMALLUHIO CTPAHULY. AHAJIOFM4YHO BOCCTAaHOBUTb COXPaHEHHYIO paHee
KOH(Urypaumio MOXXHO Yyepe3 nyHKT MeHio ‘Utilities»Backup/Restore-Upload new config’.
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€& | (0 192.168.1.1:5556/app/cp/index.php?g=

System MNetwork Routes Services :] Diagnostic

A 5 = Ping host
@ @ ‘Léfr‘v (-‘2'3 @ % B_‘ TTFaEEFDUi& %
Execute a command =

Reboot system

Halt system System information (Brief
Warm restart

| | Backup Settings ; !
pgrade nirmware  Restore from image

100 fig

20 40
| | | i

—
=

Cellular upload speed in Mbp

Upload new config to device.

Choose new config file on local hard-disk. : *

* 1 B Desktop v O Search Desktop 2

Organize = Mew folder i= - E '@

] ]

Mame Item type

i Favorites

B Desktop I]:I—l backup :I File
|a2] VianScale,jpg IPG File

=) Airtel Revised Testadsx Microsoft Excel
E CRC Tracker.xlsx Microsoft Excel

[T B T R D L - P

= Libraries v € >

& Downloads

;
1=, Recent places

W

File name: | backup v | | All Files (*.%) W

Open Cancel

Mocne Buibopa cpanna cnepgyet HaxaTb ‘Upload’, a 3atem ‘Yes’ Ha npepnsioXxeHue
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Attention!

Q. Re

nepesarpy3uTb MapLUpyTU3aTop. Cbpoc K
3aBOACKUM HacTpolnkaM ====== [lo2ib30BaTeJIb MOXKET BEPHYTb 3aBOACKNE HACTPOUKH
MapLupyTU3aTopy, HaXKaB KHOonouKy ‘RST’ Ha Kopnyce U OTNYCTUB ee NocJsie MUraHus
MHAMKATOPOB. BO3MOXXHO, AN HaXKaTua noTpedbyeTca ocTpbin NnpeaMeT Tuna urosku. Tak
)Ke noJsib3oBaTesib MOXXeT COpOCUTL HAaCTPOMKM MapLupyTusaTopy 4Yepe3 Web GUI, BbiOpaB
nyHKT MeHio ‘Utilities»Backup/Restore—Factory default settings’.

P

(i) 192.168.1.1:5556/app/cp/index.php

System Network Routes Services Diagnostic

&y @ a mwm . Ping host
@ @ g C{_} % ?\) BJ E { Traceroute Y
Execute a command »

Reboot system
Halt system System informatic

| I Backup Settings

Upgrade firmware  Restore from image
100 Download current config
Upload new config

a0 CPU usage E :I

80

LLlenkHyB KHOMNKY ‘Yes’ Ana 3anycKka MHULMaNU3aLUM.

Aftention!
Q. Current configuration wi verwritten

OKOJ10 Tpex MMHYT 3auMeT copoc u
nepesarpy3ska. locne ycnewHoun 3arpy3ku MapLipyTusaTtopa noJsib3oBaTeslb CMOXET 3aUTH
yxe Ha IP agpec, c MeHeM U napoJsieM No ymMon4yaHuiw. ====== Acnosb30BaHue ping u3
Beb-uHTepdenca ====== Bblbepute nyHKT ‘Utilities»Ping host’.
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update:
2020/07/16
04:52

& () 19218810 13556 app/cp/index.phplg=

System | Network | Routes | Services Diagnostic

PO =N H

Execute a command

Reboot system

Halt system Sysi

Warm restart

Backup/Restore  » CPU usage

Upgrade firmware
100

80

CPU usage
= I
Beepute IP-appec nnm umsa xocta HasHavyeHua ICMP nakeToB M LWWeNKHUTE KHOMNKY ‘Go!’.
PesynbTaT ping OyaeTt otobpa>kaTbCAa Noa AMANOroM, Kak Ha KapTMHKe CHU3Y, pe3ynbTaT

BblAeJieH XXeJlTbIM.

Ping a host

====== HacTtpouku Telnet ====== OTKpoUTe NYHKT MeHI0 ‘System-Base setting’.

Services | Utilities | Diagnostic |

Ethernet switch management

TRO69 agent

Monb3oBaTenio HY)KHO NepenTn Ha BKNaaky ‘Remote access’, paspewumTsb telnet B
COOTBETCTBYIOLLEN CEKL MU U 3aAaTb NopT 23 unu niobom xenaembin. Telnet u SSH gocTyn
NpPUHUMaAIOT root/root B KauecTse JIoOrMHa U Naposisi MO YMOJIYaHUIO.
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[Basic settings [TRADIUS client setup ” Upstream proxy '[ﬁemote accesﬂl
—_—

Web-interface settings
All interfaces: #
bri: (O}
wwan(:
eth1:
dummy{:
Interfaces to listen on : pppoe:
ethl:
tunipsecl:
PPtp:
12tp:
cellular:

Port : 5556
Telnet access settings

Tick to enable telnet access (very unsecure. Avoid using) :

Port :

Secure shell (SSH) access seftings

Tick to enable S5H access :

Port :

Tick to restart service(s) after saving - [J

====== YpaneHHblh foctyn co ctopoHbl WAN uHTepdenca
====== BblbOepuTe nyHKT MeHI0 ‘System’, a B HeM cTpoKy ‘Base settings’.

€ (0 192.168.1.1:3556 app/cpfindex.phpig=

MNetwork Routes Services Utilities Diagr

?@%HE@®£K

Users
Ethernet switch management
TROGS agent

/((:Im
Korpa oTkpoeTtcs

cTpaHuua ‘Base setting’, nonb3oBaTtenio cnepyet BoiOpaTh BKNaaky ‘Remote Setting’. Ha
BKNaake BbiOpaTh onuumio ‘All interfaces’ n WenkHyTb KHONKY ‘Save’ BHU3Y.
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¢up | | Upstream proxy |{ Remote access To access device from WAN or Outside use the
folowing setfing.

Web-interface settings
All interfaces:

ethl:
eth1:
bri:
tunipsec(:

Interfaces to listen on : pppoe:
pptp:
12tp:

wwan:

ppp102:
dummy(:

Tick to restart service(s) after saving [

BHumaHume! * 113 coobpaxeHnin 6€30MacHOCTU yAaNneHHbIN OCTYM 3aKPbIT M0 YMOI4aHUIO CO
ctopoHbl WAN MapupyTm3aTopa. C HacTpoMKaMu, MOKa3aHHbIMM Bbille, YCTPONCTBO ByaeT 4OCTYMNHO
¢ ntobon CTOpoHbI. PEKOMEHA0BAHO 3TO AeNaTb C OCTOPOXKHOCTbIO.

He cnenyeT 3abblBaTbh 0 HACTPOMKAX CETEBOr0 3KpaHa A5t MpUeMa COeNHEHWNIA yaaNeHHOro
J0CTYMNa Ha BCE HY)XXHble UHTEP(ECHI.

* ====== HacTpouku Syslog ====== 1o yMon4yaHuio XXypHasn syslog XpaHUTCA NOKaJbHO
B @/var/log/messages. [1ns Toro, 4To6bl HACTPOUTbL XpPaHEeHUE Ha YAANEHHOM cepBepe,
cnepyet nepeutu B ‘System-Base settings’.

&« O @ Notsecure | 10.117.150.65:5556/app/cp/index.php?q
PR/Cp P

Metwork Routes Services Utilities

YLBEY

Mount points

Users

Ethernet switch management

Network management system integration

Serial number : 3831834136

Software version / Build : 5.2 / 2019-05-08 07.01:50+00:00

System Time / Upfime : 2018-05-31 21:03:41 / 7 hours 12 minutes 56 seconds
Configuration template : Default configuration template

05 kernel : Limux-4.14.61

RAM size / SWAP size (Mb) - 122 ME / 0 ME )
CPL information - MediaTek MT7R2BAM var1 eco? iMIPS 24KFr W5 &) BblﬁpaTb BKJ1aAKY ‘Basic

settings’ 1 3aMeHUTb NyTb ANA XpaHeHUs nyTeM ¢ IP-agpecom BHelWLHero cepsepa, Kak
noKasaHo HUXe.
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Basic settings | RADIUS client setup || Upstream proxy || Remote accass

Hostname: * netshe

Disable ip routing on the device (Enable L2/bridging mode only) :

Syslog settings: logging program, destination, etc.

Syslog server or filename: * 10117150 67 j

—

Port of remote syslog server (usually 514): * 514
Logging level: * | 6
Log buffer size: * | 100

Tick to restart service(s) after saving| &

L L L P e

Copep>XuMmoe XXypHanioB MOXKHO NOCMOTpPETh B nyHKTax MeHI0 ‘Dlagnostlc->Log—>System

B

nun ‘Hardware OHo Bbll'ﬂilﬂ,MT npuMepHo, KaK NOKa3aHO Ha 3TOM pucyHKe.

Ma:,r 31 15:25:44 [m:me] user natice HOSTAPD

May 31 15:25:45 (none) usernotice HOSTAPD
May 31 15:25:46 (none) usernatice HOSTAPD
May 31 15:25:47 (none) usernotice HOSTAPD

Event AP-STAPOSSIBLE-PSK-MISMATCH for wianﬂ with param 58 |:|I:| 15:db 1? I:|a
Event AP-STAPOSSIBLE-PSK-MISMATCH for wian( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wilan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wilan( with param 58:db:15:db:17:ba

May 31 15:30:21 (none) usernotice event: foplistasoftbin/ eventsflink/010restart_wan sh down
May 31 15:30:21 (none) usernotice event; fopt’stasoftbin/ eventsflink/down/md_wrappersh
May 31 153021 (none) user notice event: fopt/stasoftbin/ evemslink/010restart_wan sh down
May 31 15:30:21 (none) user notice event: foptistasoftbin/ eventsfink/down/md_wrapper.sh
May 31 15:35:11 (none) user nolice event /opt/stasoftbin/ eventslink/010restart_wan sh down
May 31 15:35:11 (none) user notice event: /optistasoftbin/ eventsfink/down/md_wrapper.sh
May 31 15:36:11 (none) user.notice event /opt'stasoftbin/ eventslink/010restart_wan.sh down
May 31 15:36:11 (none) user notice event: /opt'stasoftbin/ eventsfink/down/md_wrapper.sh
May 31 15:40:11 {none) user notice event /opt'stasoftbin/ eventslink/010restar_wan.sh down
May 31 15:40:11 (none) usernotice event: /opt'stasoftbin/ eventsfink/down/md_wrapper.sh
May 31 15:42:12 (none) user notice event: foptistasoftbin/ evemslink/010restart_wan sh down
May 31 15:42:12 (none) user notice event: foptistasoftbin/ eventsflink/down/md_wrapper sh

May 31 15:43:23 (none) user natice HOSTAPD
May 31 15:43:24 (none) usernatice HOSTAPD
May 31 15:43:25 (none) usernotice HOSTAPD
May 31 15:43:26 (none) usernatice HOSTAPD
May 31 15:43:47 (none) usernotice HOSTAPD
May 31 15:43:48 (none) usernotice HOSTAPD
May 31 15:43:49 (none) user notice HOSTAPD
May 31 15:43:50 {none) user notice HOSTAPD
May 31 15:44:07 [none) user natice HOSTAPD
May 31 15:44:08 (none) usernatice HOSTAPD
May 31 15:44:09 (none) usernatice HOSTAPD
May 31 15:44:10 (none) usernotice HOSTAPD

Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wilan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wilan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wdan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH far wlan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STAPOSSIBLE-PSK-MISMATCH for wlan( with param 58:db:15:db:17:ba
Event AP-STA-POSSIBLE-PSK-MISMATCH for wilan( with param 58:db:15:db:17:ba

JlokanbHble Nosnb30BaTENIN
3TH y4yeTHble 3anucu nosb3oBaTeneun npuMmeHalTCa Ana ayTeHTVICbVIKaUMVI B npouecce
ynpasBJieHUuA YCTpOﬁCTBOM WJIN MOHUTOPMUHrA. 4106 HaWTH CNUCOK NoJsb30OBaTesiel, HY>XXHO

NPOWTHU B NYHKT MeHI0 ‘System-Users’'.
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< C (@ MNotsecure | 10.117.150.65:5556/app/cp/ir

| Network Routes Services

Base settings ; >a

Schedule h _EJ EQ‘:
oints F

et switch management
Network management system integration

Serial number - 3831834136

Software version / Build : 5.2 / 2019-05-03 07:01:50+00:00

Systn_am Tir_ne ! Uptime - 2019-05-31 21:15:_54 { 7 hours 25 minutes 9 secon OTKpoeTCH CMUCOK Y4ETHbIX
3anucen nonb3oBaTesien. YTob co3paTbh HOBYIO 3aNUCb, HY)KHO HaXXaTb Ha MKOHKY C

3eJieHbIM NNICUKOM.
< c ® Not secure | 10.117.150.65:5556/app/cp/index.php?g=core.users.view

M stem Network Routes Services Utilities Diagnostic
45 O 4B @F 730 @ B &

PROLLHONIDN 2

o

System users Click on + button to add new user

You can manage system users here. Add, edit change password or delete.
Username | Password

root S15J34F30JP 306 UM pEwExj OF kYT

daemon
fip
network

nobody

superuser F1FpFTRZAw T Sueyz ) mvGYyQUTYi2ZTmf: Yo
C€03A44aThb NoJib30oBaTesiad C OrpaHN4€HHbIMU NpPpaBaMU, AOCTATOYHO YKa3aTb TOJIbKO UMA U
napob.

Add new user

Usemame: For read only user only
Password:

Confirm password:

fbinffalse

Save

* Filling of highligted fields is mandatory!

Cnucok nosnb3oBaTesien no YMONT4YAHUIO NOKA3adH HUXe:
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System users

You can manage system users here. Add, edit change password or delete

Username Password Group Home dir Shell ‘ Options
root $13J34F30JPS06UMpEwExIFIkVIY TS/ root Iroot /binfash !}
dasmon dasmon Ivar / *

ftp ftp /homel/ftp / x
network network fvar f *
nobody nogroup ivar _/ *
superuser $18pFTRZZW7 SueyzmvGYyQUTvi2TmfzQ/ root Ivar ./

test $18Qr1fKJ45hPzmP3sDL50r29 RYpZbb test /homeftest / *

Onsa Toro, 4706bl U3MEHUTb NApoJIb NOJIb30BaTesIfl, HY)KHO LUENIKHYTb Ha UKOHKY B Buae
nepa cnpasa OT UMEHM NOJIb30BaTeNA, 3aMEHUTb NapoJib U COXPaHUTb U3MeHeHus. YToO
yAanuTb YY4ETHYIO 3anucCb Nosib30BaTesNisi, He0OX04MMO LW EeNKHYTb N0 KPAaCHOMY KPeCTUKY
cnpaBa OT UMEeHM nonb3oBaTens. BHuMaHue! * Hukorga He nbiTanTech yaaanMTb CUCTEMHblE
y4yeTHble 3annck ‘superuser’ n ‘root’. [la cuctema 1 He NMNO3BOJINT 3TOr0 CAenaThb.

*okk

PacnucaHue 3apay4 yCcTpoucTBa

YCTPONCTBO MOXKET BbIMOJHATL ONpeAesieHHble 3anlaHMpOoBaHHbIe 4ENCTBUSA. PacnncaHune 3Tunx
OEeNCTBMI MOXHO HanWTKU B NYHKTe MeHto ‘System-Schedule’.

cC @ G @ https://node.st

Network Routes Services

Base settings
] ) | &

Mount points

Users

Modem and SIM management

Network management system integration

LL LT L W LS 'H'Lrll'\.rll'Lr o

Seral number - 3746239303
Software version / Build - 5.3/ 2019-12-08 15:45:46+00:00
System Time / Uptime - 2019-12-10 15:49:30 / 1 days 4 hours 3 mir

Obbl4Hoe pacnncaHme BbIrNAONT KaK CMNUCOK Ha cneuyromelh KapTUHKE:
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Please, specify actual set of schedules or clear up input boxes to remove schedule from settings. Use '+-button to add a new schedule.

Put data with the following format: minutes, hours, days, months, years, command and comments.

'5'in a 'minute’ field means that scheduled task is will executed at 5 minutes past every hour. */5' means that sheduled task is to be executed every 5 minutes. At

least one "time' field should not contain ™ sign.

To be run correctly, schedule for application must be configured properly, for example: 2 4 * * * Jopt/stasoft/bin/backup.php
*/5 ™ * ™ * Jopt/stasoft/usr/bin/rad_maint_5min.sh, 10 1 * * /opt/stasoft/usr/bin/rad_maint_daily.sh

N::;i_:;e)s (lg?;g] (:J_?;) lﬂc::\él; Day;’:nw;:;: .{‘[f;;r w= Command to execute Description
EERE . - | - | [/appisuiteftmp/spoolimi169.254.0.6/%/opus! | |
[15 | [a - B | | | [ /appisutte/tmp/spoolirm/169.254.0.6/2/opt's1 || |

Schedules :
0 | [ - - | | | [ /appisuite/tmpispoolimi 169254 0 6/%/optis | |
[0 ] [3 : : | : | [‘apprsuitertmpispoolim/169.254.0.6/2/opts! | |
EERE . - | - | [/appisuiteftmp/spoolimi169.254.0.6/%/opus! | |
®
] hd

dopMaT CTPOK PacnmcaHns onmncaH TYT XKe Ha CTPaHWLIE HAaCTPOMKK pacnuncaHus. Jlitobas 3aaaya

MOXET ObITb BbINONHEHa NMbBO ¢ MHTepBasioM, MO NO YacaM/MUHYTaM.

Pernctpauua Ha NMMS

Haxoauntcs B MeHto ‘System—-Network management system integration’.

[ Index of /share/in/tr069 x B [ Control Center-3.1 ] System infc X If:

&~ C @ Notsecure | 10.117.150.65:5556/app/cp/index.php?q=

® MNetwork Routes Services Utilities
Base settings p f
Schedue LsloITF RN
Mount points r
Ethe i

Model™ :

Serial number ; 4186018271
Software version / Build : 5.1/ 2018-12-11 15:21:34+00:00

Systemn Time / Uptime : 2018-12-11 22:19:54 | 24 minutes 12 seconds
Configuration template : Default configuration template

035 kemnel : Linux-4.14.61

RAM size / SWAP size (Mb) - 122 MB / 0 MB

CPU information : MediaTek MT7628AN ver:1 eco2 (MIPS 24KEc V5.5)
Mumber of CPUs : 1

CPU bogomips : 385

‘Network management system’ MeHt0 BKtOYaeT HaCTPONKK noakadeHns Kk NMMS, 4Tobbl
YyCTPONCTBO 6bII0 4OCTYNHO 418 LEHTPaIM30BaHHOI0 KOHTPOJIA Y MOHUTOPUHIa. Pernctpauuns Ha
NMMS TpebyeT yKa3zaTb UMS 1 Naposb. [1oNb30BaTENb MOXET NPOYUTaTb PyKOBOACTBO ‘Quick

Administration Guide NMMS’ ons noHMMaHusa paboTbl B cpege NMMS.
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Please, setup NMS credentials and device-specific data. You should be registered in NMS and have credentials to access NMS
Network management system helps you to do configuring, monitoring and management of your device

Full specified URI for NMS server:* | https://hc. stasoft.net |

Login | 00000000 |

Device/Host name (Serial number 1226942692 will be added automatically) : * | tank_ 1226942692 |

Device coordinate: Lattitude : | |

Device coordinate: Longitude : | |

Device description / System location : | |

Contact person : | |

Contact email : [ admin@127.0.0.1 |

Save data and Register device

* Filling of highligted fields is mandatory!

3aKJo4yeHue

MapuwpyTusaTtop BR104 coaepXuT A0B0AbHO 60bLLON Habop CBOMCTB, KOTOPbLIE B NpoLiecce
KOMOUHMPOBAHNA NPEeBPALLAOTCA B OFPOMHOE YMCN0 BapUaHTOB MCMOJIb30BaHNSA MapLUpyTU3aTopa.
Bce 3Tu BapmaHTbl CJI0XKHO onncaTb B OOHOM PYKOBOACTBE, a eLle c/lokHee byaeT Takoe
PYKOBOACTBO YMTaTb LUMPOKOMY KPYry nojib30BaTesient.

Mostomy crneumannctsel 000 «HeTwe nab» Bcerga roToBbl MPeANOXUTb PeLleHne, MakCUManbHO
COOTBETCTBYIOLLLEE Ballen TekyLlen 3ajade. Hawm KoopaAnHaThbl Bbl MOXXETe HauTW Ha canTe
http://www.netshe-lab.ru
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